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Why we’re here
• NIST public-key crypto standards
• SP 800-56A: Recommendation for Pair-Wise Key-

Establishment Schemes Using Discrete Logarithm 
Cryptography

• SP 800-56B:  Recommendation for Pair-Wise Key-
Establishment Using Integer Factorization Cryptography

• FIPS 186: The Digital Signature Standard

• vulnerable to attacks from a                   
(large-scale) quantum computer

• Shor’s algorithm would break                                                       
RSA, ECDSA, (EC)DH, DSA

• Symmetric-key crypto standards would 
also be affected, but less dramatically



Not too long ago….
• April 2015 – NIST workshop: Cybersecurity in a post-quantum world



Not too long ago….

• Aug 2015 – NSA bulletin

• “IAD will initiate a transition to quantum resistant algorithms in the 
not too distant future. Based on experience in deploying Suite B, we 
have determined to start planning and communicating early about the 
upcoming transition to quantum resistant algorithms.”

https://apps.nsa.gov/iaarchive/programs/iad-initiatives/cnsa-suite.cfm

https://apps.nsa.gov/iaarchive/programs/iad-initiatives/cnsa-suite.cfm


Not too long ago….
• Feb 2016 – NIST Report on PQC



Not too long ago….
• Feb 2016 – 7th PQCrypto in Fukuoka, Japan
• NIST announced a call for (public-key) 

quantum-resistant algorithms 



} NIST is calling for quantum-resistant cryptographic algorithms 
for new public-key crypto standards
◦ Digital signatures
◦ Encryption/key-establishment

} We see our role as managing a process of achieving community 
consensus in a transparent and timely manner

} We do not expect to “pick a winner”
◦ Ideally, several algorithms will emerge as ‘good choices’

} We may pick one (or more) for standardization
◦ Only algorithms publicly submitted considered



} Fall 2016 – formal Call For Proposals
} Nov 2017 – Deadline for submissions
} 3-5 years – Analysis phase
◦ NIST will report its findings

} 2 years later - Draft standards ready

} Workshops
◦ Early 2018 – submitter’s presentations
◦ One or two during the analysis phase



Not too long ago….
• Dec 2016 – Final requirements published in 

the Call for Proposals
• Nov 2017 – Submission deadline

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf




Security Strength Categories

• Computational resources should be measured using a variety of 
metrics

• NIST asked submitters to focus on levels 1,2, and 3
• Levels 4 and 5 for high security

• These are understood to be preliminary estimates

Level Security Description

I At least as hard to break as AES128   (exhaustive key search)

II At least as hard to break as SHA256   (collision search)

III At least as hard to break as AES192    (exhaustive key search)

IV At least as hard to break as SHA384    (collision search)

V At least as hard to break as AES256    (exhaustive key search)



The 1st Round
• Dec 20, 2017 – Jan 30, 2018
• Initially, 69 → 64 candidates

– 278 distinct submitters

• Apr 2018, 8th PQCrypto + 1st NIST PQC 
Standardization conference in Florida

• Research, cryptanalysis, pqc-forum, official 
comments, benchmarking, mergers

• In the end, 26 schemes selected to move on
– NISTIR 8240, NIST Report on the 1st Round

https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8240.pdf


The 2nd Round

• Jan 30, 2018 – July 22, 2020
• Started with 26 candidates
• 2nd NIST PQC standardization conference 

in California, PQCrypto in Chongqing

• Schemes broken/attacked: LAC, 
LedaCrypt, Round5, Rollo, RQC, LUOV, 
MQDSS, qTESLA

• 15 schemes selected to move on 
– NISTIR 8309, NIST Report on 2nd Round 

Signatures KEMs/Encryption Total

Lattice-based 3 9 12

Code-based 0 7 7

Multi-variate 4 0 4

Symmetric-based 2 2

Other 0 1 1

Total 9 17 26

https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8309.pdf


So where are we now?

• 3rd Round:  7 Finalists and 8 Alternates
– Finalists:   most promising algorithms we expect to be 

ready for standardization at the end of the 3rd round
– Alternates:  candidates for potential standardization, most 

likely after another (4th) round

Finalists Alternates

KEMs/Encryption

Kyber
NTRU
SABER

Classic McEliece

Bike
FrodoKEM

HQC
NTRUprime

SIKE

Signatures
Dilithium
Falcon

Rainbow

GeMSS
Picnic

SPHINCS+



The Lattice KEMs

• The finalists Kyber, NTRU, SABER are based on 
structured lattices
– Kyber and SABER are based on module-LWE/LWR
– NTRU is based on the NTRU problem
– NTRU recently added a category 5 parameter set
– All three have good performance (in terms of efficiency and 

key/ciphertext sizes)
– NIST expects to select at most one for standardization

• The alternates NTRUprime and FrodoKEM are 
based on lattices
– NTRUprime uses structured lattices, while FrodoKEM does not



The Other KEMs

• Classic McEliece, the other finalist, is code-based
– Been around since 1978
– Very large public keys, but very small ciphertexts

• The alternates BIKE and HQC are based on 
structured codes
– Both have much smaller key sizes than Classic McEliece

• The final alternate SIKE is based on isogenies of 
elliptic curves
– Small key/ciphertext sizes, a bit slower than other candidates
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The Signatures
• The finalists Dilithium and Falcon are both based on 

structured lattices
– Dilithium is Fiat-Shamir style, while Falcon is hash then sign
– Both have good performance
– NIST expects to select at most one for standardization

• The alternate Picnic is based on zero-knowledge proofs and a 
block cipher

• The alternate SPHINCS+ is based on the security of hash 
functions
– The security of SPHINCS+ is very well understood

• There are two multivariate schemes:  the finalist Rainbow, and 
the alternate GeMSS
– Both have large public keys, and very small signature sizes



The state of the signatures
• Cryptanalytic results during the 3rd round have created some concerns 

about the security of both multivariate schemes Rainbow and GeMSS

• Jan 2021 pqc-forum post from NIST: 
– "NIST sees SPHINCS+ as an extremely conservative choice for standardization. If NIST’s 

confidence in better performing signature algorithms is shaken by new analysis , SPHINCS+
could provide an immediately available algorithm for standardization at the end of the third 
round. ”

– "NIST is pleased with the progress of the PQC standardization effort but recognizes that 
current and future research may lead to promising schemes which were not part of the NIST 
PQC Standardization Project. NIST may adopt a mechanism to accept such proposals at a 
later date. In particular, NIST would be interested in a general-purpose digital signature 
scheme which is not based on structured lattices."



The 3rd NIST PQC Conference
• June 2021, held virtually

– Over 400 participants
– 38 accepted papers
– 15 candidate team updates
– Video, slides, papers posted at our website

• Announcements:
– 4th round
– on-ramp for signatures

• Ongoing research:
• Hardware and software implementations, side-channel analysis, cryptanalysis of 3rd

round candidates, PQC in applications and protocols, formal verification, security, 
variants of candidates, etc

https://csrc.nist.gov/Events/2021/third-pqc-standardization-conference


What lies ahead….
• The 3rd Round will end sometime close to the end of 2021

– NIST will announce which finalist algorithms it will standardize
• (As mentioned previously, also potentially SPHINCS+)

– This will include algorithms which will be able to be used by most 
applications

– NIST will issue a Report on the 3rd Round to explain our decisions

• NIST will also announce any candidates advancing to 4th round
– The 4th round will similarly be 12-18 months
– These algorithms will be for a diversified portfolio, or for 

applications with different performance needs

• We expect to release draft standards for public comment in 
2022-2023

• The first set of standards will hopefully be finalized by 2024



An on-ramp for signatures
• At the conclusion of the 3rd Round, NIST will issue a new Call for 

Proposals 
– There will be a deadline for submission, likely 6 months – 1 year
– This will be much smaller in scope than main NIST PQC effort
– The main reason for this call is to diversify our signature portfolio

• We are most interested in a general-purpose digital signature 
scheme which is not based on structured lattices
– We may be interested in other signature schemes targeted for certain 

applications.  For example, a scheme with very short signatures.

• The more mature the scheme, the better.  

• NIST will decide which (if any) of the received schemes to focus 
attention on



How will NIST make its decisions?
• Using the evaluation criteria:
• Security

– Security levels offered

– (confidence in) security proof

– Any attacks

– Classical/quantum complexity

• Performance
– Size of parameters

– Speed of KeyGen, Enc/Dec, Sign/Verify 

– Decryption failures

• Algorithm and implementation characteristics
– IP issues

– Side channel resistance

– Simplicity and clarity of documentation

– Flexible

• Other
– Official comments/pqc-forum discussion

– Papers published/presented

1st round

2nd round

3rd round



How will NIST make its decisions?

• For the lattice KEMs, the main decision will be Kyber/NTRU/Saber
• Similarly for lattice signatures, the main decision will be Dilithium/Falcon
• Any other algorithms selected will be their own distinct decision

• We very much want analysis to continue on ALL of the finalists

• As we are moving closer to our selection, IP issues are an important factor
– “NIST does not object in principle to algorithms or implementations which may require the use of 

a patent claim, where technical reasons justify this approach, but will consider any factors which 
could hinder adoption in the evaluation process.”



Patent and IPR issues
• This is a very complicated area 
• We acknowledge the impact of encumbered technology on adoption

• NIST is actively engaging to try to resolve known IPR issues on the candidates
• When we have something concrete, we will share it

• Note:  it may not be possible for NIST to resolve all IP concerns

• In light of the above, NIST believes the discussion should be around the impact 
of IP, and how we should factor these issues into our decision-making
– NIST would very much appreciate feedback on the impact of potentially selecting algorithms 

which may be encumbered



Research Challenges

• Many important topics to be studied:
• Security proofs in both the ROM and QROM
• Does the specific ring/module/field choice matter for security?

• Or choice of noise distribution?  
• Does “product” or “quotient” style LWE matter? 

• Finer-grained metrics for security of lattice-based crypto  (coreSVP vs. real-world 
security)

• Are there any important attack avenues that have gone unnoticed?
• Side-channel attacks/resistant implementations for finalists and alternates
• More hardware implementations
• Ease of implementations – decryption failures, floating point arithmetic, noise sampling, 

etc.
• Specific algorithm questions

• Decoding analysis for BIKE, category 1 security levels for Kyber/Saber/Dilithium, 
algebraic cryptanalysis of cyclotomics for lattices, etc…



Analysis still needed

• There has been much discussion over the past several months
– Security of lattice based candidates

• (See pqc-forum posts)
– Security of code-based candidates

• See the recent post by NIST on pqc-forum
• There is a multi-cipher text attack scenario not explicitly covered by the security 

definitions given in the CFP.  How should NIST deal with this?
• A 2nd question on concrete number of bit operations needed to perform an ISD attack 

that may be applicable to the code-based schemes.  NIST would like more analysis.
– Use cases with hard performance constraints  

• Do the candidates fit on highly constrained platforms?
– Other issues?  

https://groups.google.com/u/1/a/list.nist.gov/g/pqc-forum/c/6XbG66gI7v0


The transition to PQC

• NIST will issue guidance on the transition
• An update from last year on SP 800-56C Rev. 2 allows for a “hybrid 

mode” to combine shared secrets for key-establishment
– In other words, you can combine an unapproved (i.e. a PQC) algorithm 

with a NIST-approved algorithm and still receive FIPS validation

• NIST SP 800-208, Recommendation for Stateful Hash-based 
Signature Schemes, was published
– The SP approves certain parameter sets for XMSS and LMS

• The National Cybersecurity Center of Excellence (NCCoE) released a 
whitepaper and project description for Migration to PQC

https://www.nccoe.nist.gov/projects/building-blocks/post-quantum-cryptography


Conclusion

• We can start to see the end?

• NIST is grateful for everybody’s efforts

• Check out www.nist.gov/pqcrypto
– Sign up for the pqc-forum for announcements & 

discussion
– Contact us at: pqc-comments@nist.gov

http://www.nist.gov/pqcrypto

