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Our Contributions

MQ problem of m equations in n variables over [Fr

n > m (underdetermined)
k : the number of guessed variables

: Resulting system
Algorithm

Variables Equations
Hybrid approach m—k
Hybrid + Thomae-Wolf (Ln‘ — 1) (Ln‘ — 1)
Our algorithm m — ( | 1) k m — ( |~ 1)

Our algorithm (F5) m— ( m1:<1—1‘ — 1) —k m- Qmﬁcl_l‘ — 1)
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Post Quantum Cryptography

We need cryptosystems secure against
quantum computers.

* Multivariate polynomial cryptography
* Lattice-based cryptography

* Code-based cryptography

* Hash-based cryptography

* |sogeny-based cryptography



MQ Problem

MQ(q,n,m)

* [F,: Finite field of order g
* n :the number of variables
- m : the number of equations

Vi< a( )x X+ X b.(l)xl- +cW =0

Yicj P xx; + £ b x; + ¢ = 0
(ag-c), bl-(k), ¢k IFq)
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Solving MQ problem

Hybrid Approach

ke{l,..,m}

[Yang et al. ICICS 2004]
[Bettale et al., J. Mathematical Cryptology, 2009]

D fix k variables x,,_j 11, ..., Xy, randomly
(2) solve the resulting MQ(q,n — k,m) (by using F4, F5, XL)

% repeat U, @ until a solution is obtained

* In the case of n > m (underdetermined)

If we fix n — m variables x,,,44, ..., X, randomly,
then there exists a solution with high probability.

MQ(g,n,m) = MQ(q, m,m)
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Thomae-Wolf Algorithm

[Thomae, Wolf, PKC 2012]
P = (pq, ..., Pm): Underdetermined MQ system
Solve P(xq, ..., Xn) = 0

De = Zl<] a(f)xlx] + Z b(f) C(f)

Introduce a linearmap S = (81 Sy,)
s.t. F := P o S has a special structure

fe=Yi<ja _(f)x X + Y b x; + ¢®

_( ) depends on s; and s;



Thomae-Wolf: Step 1

a: linearization factor (1 < a < m)

fix s4 randomly

solve C_lg? =0 (1=t <a)fors,

solve C_lg? =0

C_lg? =0 (1<?<a)fors;

solve C_lg,)l =0

C_lgg_l)m =0 (1<?<a)fors,



Thomae-Wolf: Step 1

The resulting system (f4, ..., fim)

}:’" D,.2 E.m D
fi=) 1511-1- xi+ ) 1xl-Ll- (Xt ooer %) + QD (v, o) X))
i= =

linear guadratic

(@2 @
fa — Z C_lii Xi + 2 xiLi (xm+1r ---:xn) + Q(a)(xm+1' ---:xn)

i=1 =1

fa+1 = Q(a+1)(x1; ---;xn)

fm = Q(m)(xb ""xn)
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Thomae-Wolf: Step 2

E:m 1) 2 zm (1)
f1= _ 1aii xX; + _ 1xiLi (xm+1:---:xn) + Q(l)(xm+1» ---»xn)
i= =

2 :’" (@) 2 } :m (@)
=

i=1

Solve
LD Gty s %) = 0 (P € {1, ..., m}, £ € {1, ..., a})

for (X401, ) Xp)

» (n — m) variables, am equations
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Thomae-Wolf: Step 3

Substitute the values obtained in Step 2 for (X414, -+ ) X1)

@
2 a;’x?+cM =0
i=1

(@
2 a_if‘ xl-2 + '@ =
i=1

Q,(a-l-l)(xl, ...,xm) =0

Q’(m)(xl, ,xm) =0

B ﬁ\ the case IF,r, \

rase to the 2"~ 1-th power

By using these equations,

we obtain MQ(2",m — a,m — )
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Thomae-Wolf: a

Step 1-i : (n — m) variables, a (i — 1) equations
(i=2,..,m)

Step 2 : (n — m) variables, am equations

To obtain the solutions of these systems,

ca=|n -1
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Hybrid + Thomae-Wolf

MQ(2",n,m) (n >m)
(D Thomae-Wolf Algorithm

= mQ (27m (|7 = 1).m— ([ - 1))
(2) Hybrid Approach

< o (2m— ({2 1)~ ko~ (2] )

(for each k guessed variables)



Outline

* Proposed Algorithm
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Proposed Algorithm: Idea

In the Thomae-Wolf algorithm,

the representation matrix of f; (1 < i < a):
k

diag
mxX

~

.

~
We can omit the structure corresponding k variables

fixed in the hybrid approach.
y
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Proposed Algorithm: Step 1

@y, : linearization factor (1 < a; < m)

fix s4 randomly

solve C_lg? =0 (1 <?<a)fors,

solve C_lg? =0

C_lg? =0 (1 <?<ay)forss

(m —k)) solve C_lg?m_k) =0
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Proposed Algorithm: Step 1

The resulting system (f4, ..., fim)

E:m_k (1), 2 E:m_k (1)
fl = C_lii Xi + - xiLi (xm—k+1:---rxn) + Q(l)(xm—k+1»---:xn)
1=

1=1

linear quadratic

fak+1 — Q(ak-l_l)(xl; ---;xn)

fm = Q(m)(xlr "'an)
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Proposed Algorithm: Step 2

2:’""‘ 1) .2 }:m"‘ 1)
fl = aii Xi + =1 xiLi (xm—k+1: ---»xn) + Q(l)(xm—k+1» ---an)
=

=1

MK w02 N (@)
Joy = Z . Qy; x| "‘z_ ) X L o erts or %n) + QU Qe _pesq, s X)
l= 1=

LD Gtppiests s %) =0 (( € {1, e, m —k}, £ € {1, ..., a})

only for (X414, ..., X)

!
Am+1 = Lm+1(xm—k+1' ...,Xm)

"

Xn = Ln(om—re41) 0 Xm)
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Proposed Algorithm: Step 3

‘Fix (Xm—kt1s +0r Xm) = (Cn—k+1) --» Cm) randomly ‘

Substitute (Xy—jt1, ooy Xp) =

(Cm—k+1: e Cmy L;n_|_1(Cm_k+1, L Cm), ) Lln(cm—k+1r L Cm))

m—k (1)
z a;’x?+cW =0
i=1

. (After that, use the same method A
m—k ) as in the Thomae-Wolf algorithm.
z —(ag) .2
=1

a; ' x?+ '@ =0
MQ(2",n,m)

=>MQ(2",m —a; —k,m— ay)
\ k k

Q’(m)(xlr ---:xm—k) =0 20

Q,(ak-l_l)(xli ---;xm—k) =0
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Proposed Algorithm: a;,

Step 1- i : (n — (m — k) ) variables, a; (i — 1) equations
(i=2,..,m—k)
Step 2 : (n — m) variables, a; (m — k) equations

To obtain the solutions of these systems,

n—chxk(m—k)

(Thomae-Wolf algorithm: a = L%‘ — 1)

21



Theoretical Complexity

q =2%m=30,30<n<120
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Theoretical Complexity

g =2%m=40,40 <n < 160
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Outline

* Proposed Algorithm for the Binary Field
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Proposed Algorithm for IF,

B : linearization factor (1 < B, < m)

Step 1: same as the proposed algorithm for [F,r

=" a0 1 ST 0 ) + 00 .
= i1 i—1 Xi Xm—k+1r - Xn QY (Xm—k41 1 X

(1<?<pB)

‘xiz = x; (IF2) ‘

e @ /
‘ fo= E _, b G, e 2%) + QY Ot g, o Xn)
1=

‘We can omit Step 2

Step 3: same as the proposed algorithm for [F,r
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Proposed Algorithm for IF,

Step 1-i : (n — (m — k)) variables, (i — 1) equations
(i=2,...m—k)

To obtain the solutions of these systems,

n—(m-k)=p(m—-—k—1)

n—(m-k) n—1
Br < =
m—k—1 m—k—1

“ P = mﬁcl—l‘ -1

—1

(the proposed algorithm for [For: a; = {% — 1)
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Theoretical complexity

q=2,m=100,100 <n < 300
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Outline

* Conclusion
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Conclusion

* For the underdetermined MQ problem,
we proposed a new efficient algorithm
by improving the Thomae-Wolf algorithm.

* In future work, we will consider the application of
the proposed algorithm for [F, to existing algorithms.
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