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Our Contributions
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MQ problem of 𝑚 equations in 𝑛 variables over 𝔽!!

𝑘 : the number of guessed variables

Algorithm
Resulting system

Variables Equations

Hybrid approach 𝑚 − 𝑘 𝑚

Hybrid + Thomae-Wolf 𝑚 − !
"
− 1 − 𝑘 𝑚 − !

"
− 1

Our algorithm 𝑚 − !#$
"#$

− 1 − 𝑘 𝑚 − !#$
"#$

− 1

Our algorithm (𝔽%) 𝑚 − !#&
"#$#&

− 1 − 𝑘 𝑚 − !#&
"#$#&

− 1

𝑛 > 𝑚 (underdetermined)
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・MQ problem
・Thomae-Wolf Algorithm
・Proposed Algorithm
・Proposed Algorithm for the Binary Field
・Conclusion



Post Quantum Cryptography
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We need cryptosystems secure against 
quantum computers.

• Multivariate polynomial cryptography
• Lattice-based cryptography
• Code-based cryptography
• Hash-based cryptography
• Isogeny-based cryptography



MQ Problem
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𝑀𝑄(𝑞, 𝑛,𝑚)
・𝔽&: Finite field of order 𝑞
・𝑛 : the number of variables 
・𝑚 : the number of equations

∑'() 𝑎')
(+)𝑥'𝑥) + ∑' 𝑏'

(+)𝑥' + 𝑐 + = 0

⋮

𝑎'(
$ , 𝑏'

$ , 𝑐 $ ∈ 𝔽)

∑'() 𝑎')
(2)𝑥'𝑥) + ∑' 𝑏'

(2)𝑥' + 𝑐 2 = 0



Solving MQ problem
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[Yang et al. ICICS 2004]
[Bettale et al., J. Mathematical Cryptology, 2009]

𝑘 ∈ 1,… ,𝑚
① fix 𝑘 variables 𝑥"#$%&, … , 𝑥" randomly
② solve the resulting 𝑀𝑄 𝑞, 𝑛 − 𝑘,𝑚 (by using F4, F5, XL)

※ repeat ①, ② until a solution is obtained

Hybrid Approach

・In the case of 𝑛 > 𝑚 (underdetermined)
If we fix 𝑛 −𝑚 variables 𝑥'%&, … , 𝑥" randomly, 
then there exists a solution with high probability.

𝑀𝑄(𝑞, 𝑛,𝑚) ⇨𝑀𝑄(𝑞,𝑚,𝑚)
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Thomae-Wolf Algorithm
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𝒫 = 𝑝&, … , 𝑝' : Underdetermined MQ system

Solve 𝒫 𝑥&, … , 𝑥" = 𝟎

𝑝ℓ = ∑)*+ 𝑎)+
ℓ 𝑥)𝑥+ + ∑) 𝑏)

ℓ 𝑥) + 𝑐 ℓ

Introduce a linear map 𝑆 = 𝒔&⋯𝒔"
s.t. ℱ ≔ 𝒫 ∘ 𝑆 has a special structure

[Thomae, Wolf, PKC 2012]

𝑓ℓ = ∑)*+ B𝑎)+
ℓ 𝑥)𝑥+ + ∑) B𝑏)

ℓ 𝑥) + ̅𝑐 ℓ

B𝑎)+
ℓ depends on 𝒔) and 𝒔+



Thomae-Wolf: Step 1
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𝛼: linearization factor 1 ≤ 𝛼 ≤ 𝑚

(1-1)  fix 𝒔& randomly

(1-2)  solve B𝑎&!
ℓ = 0 1 ≤ ℓ ≤ 𝛼 for 𝒔!

(1-3)  solve B𝑎&,
ℓ = 0

B𝑎!,
ℓ = 0 1 ≤ ℓ ≤ 𝛼 for 𝒔,

⋮
(1- 𝑚)  solve B𝑎&'

ℓ = 0

B𝑎 '#& '
ℓ = 0 1 ≤ ℓ ≤ 𝛼 for 𝒔'

⋮



Thomae-Wolf: Step 1
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The resulting system (𝑓&, … , 𝑓')

𝑓& =5
'*&

"
6𝑎''
& 𝑥'% +5

'*&

"
𝑥'𝐿'

& 𝑥"+&, … , 𝑥! + 𝑄 & 𝑥"+&, … , 𝑥!

𝑓, =5
'*&

"
6𝑎''
, 𝑥'% +5

'*&

"
𝑥'𝐿'

, 𝑥"+&, … , 𝑥! + 𝑄 , 𝑥"+&, … , 𝑥!

𝑓,+& = 𝑄 ,+& 𝑥&, … , 𝑥!

𝑓" = 𝑄 " 𝑥&, … , 𝑥!

⋮

⋮

linear quadratic



Thomae-Wolf: Step 2
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Solve

𝐿)
ℓ 𝑥'%&, … , 𝑥" = 0 𝑖 ∈ 1,… ,𝑚 , ℓ ∈ 1,… , 𝛼

for 𝑥'%&, … , 𝑥"

𝑛 −𝑚 variables, 𝑎𝑚 equations

𝑓& =5
'*&

"
6𝑎''
& 𝑥'% +5

'*&

"
𝑥'𝐿'

& 𝑥"+&, … , 𝑥! + 𝑄 & 𝑥"+&, … , 𝑥!

𝑓, =5
'*&

"
6𝑎''
, 𝑥'% +5

'*&

"
𝑥'𝐿'

, 𝑥"+&, … , 𝑥! + 𝑄 , 𝑥"+&, … , 𝑥!

⋮



Thomae-Wolf: Step 3

12

5
'*&

"
6𝑎''
& 𝑥'% + 𝑐′ & = 0

5
'*&

"
6𝑎''
, 𝑥'% + 𝑐′ , = 0

⋮

𝑄′ ,+& 𝑥&, … , 𝑥" = 0

𝑄′ " 𝑥&, … , 𝑥" = 0

⋮

In the case 𝔽%!, 
rase to the 2-#&-th power

-
!"#

$
.𝑎!!
# %!"#

𝑥! + 𝑐&& # = 0

-
!"#

$
.𝑎!!
' %!"#

𝑥! + 𝑐&& ' = 0

⋮

Substitute the values obtained in Step 2 for 𝑥'%&, … , 𝑥"

By using these equations,

we obtain 𝑀𝑄 25, 𝑚 − 𝛼,𝑚 − 𝛼



Thomae-Wolf: 𝛼
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Step 1- 𝑖 : 𝑛 −𝑚 variables, 𝛼(𝑖 − 1) equations

(𝑖 = 2,… ,𝑚)

Step 2 : 𝑛 −𝑚 variables, 𝛼𝑚 equations

To obtain the solutions of these systems,

𝑛 −𝑚 ≥ 𝛼𝑚
𝛼 ≤ "

'− 1

∴ 𝛼 = "
' − 1



Hybrid + Thomae-Wolf
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𝑀𝑄 25, 𝑛,𝑚 𝑛 > 𝑚

① Thomae-Wolf Algorithm

⇨ 𝑀𝑄 25, 𝑚 − "
'
− 1 ,𝑚 − "

'
− 1

(for each 𝑘 guessed variables)

② Hybrid Approach

⇨ 𝑀𝑄 25, 𝑚 − "
' − 1 − 𝑘,𝑚 − "

' − 1
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・Proposed Algorithm
・Proposed Algorithm for the Binary Field
・Conclusion



Proposed Algorithm: Idea
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the representation matrix of 𝑓) 1 ≤ 𝑖 ≤ 𝛼 :

diag
𝑚×𝑚

We can omit the structure corresponding 𝑘 variables
fixed in the hybrid approach.  

𝑘

In the Thomae-Wolf algorithm,



Proposed Algorithm: Step 1
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𝛼$ : linearization factor 1 ≤ 𝛼$ ≤ 𝑚

(1-1)  fix 𝒔& randomly

(1-2)  solve B𝑎&!
ℓ = 0 1 ≤ ℓ ≤ 𝛼$ for 𝒔!

(1-3)  solve B𝑎&,
ℓ = 0

B𝑎!,
ℓ = 0 1 ≤ ℓ ≤ 𝛼$ for 𝒔,

⋮
(1- (𝑚 − 𝑘))  solve B𝑎& '#$

ℓ = 0

B𝑎 '#$#& '#$
ℓ = 0 1 ≤ ℓ ≤ 𝛼$ for 𝒔'#$

⋮



Proposed Algorithm: Step 1
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The resulting system (𝑓&, … , 𝑓')

𝑓& =5
'*&

"#$
6𝑎''
& 𝑥'% +5

'*&

"#$
𝑥'𝐿'

& 𝑥"#$+&, … , 𝑥! + 𝑄 & 𝑥"#$+&, … , 𝑥!

𝑓," =5
'*&

"#$
6𝑎''
," 𝑥'% +5

'*&

"#$
𝑥'𝐿'

," 𝑥"#$+&, … , 𝑥! + 𝑄 ," 𝑥"#$+&, … , 𝑥!

𝑓,"+& = 𝑄 ,"+& 𝑥&, … , 𝑥!

𝑓" = 𝑄 " 𝑥&, … , 𝑥!

⋮

⋮

linear quadratic



Proposed Algorithm: Step 2
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Solve

𝐿)
ℓ 𝑥'#$%&, … , 𝑥" = 0 𝑖 ∈ 1,… ,𝑚 − 𝑘 , ℓ ∈ 1,… , 𝛼$

only for 𝑥'%&, … , 𝑥"

𝑓& =5
'*&

"#$
6𝑎''
& 𝑥'% +5

'*&

"#$
𝑥'𝐿'

& 𝑥"#$+&, … , 𝑥! + 𝑄 & 𝑥"#$+&, … , 𝑥!

𝑓," =5
'*&

"#$
6𝑎''
," 𝑥'% +5

'*&

"#$
𝑥'𝐿'

," 𝑥"#$+&, … , 𝑥! + 𝑄 ," 𝑥"#$+&, … , 𝑥!

⋮

𝑥'%& = 𝐿'%&9 𝑥'#$%&, … , 𝑥'
⋮

𝑥" = 𝐿"9 𝑥'#$%&, … , 𝑥'



Proposed Algorithm: Step 3
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Fix 𝑥'#$%&, … , 𝑥' = 𝑐'#$%&, … , 𝑐' randomly

Substitute 𝑥"#$+&, … , 𝑥! =
𝑐"#$+&, … , 𝑐", 𝐿"+&. 𝑐"#$+&, … , 𝑐" , … , 𝐿!. 𝑐"#$+&, … , 𝑐"

After that, use the same method 
as in the Thomae-Wolf algorithm.

𝑀𝑄 25, 𝑛,𝑚
⇒𝑀𝑄 25, 𝑚 − 𝛼$ − 𝑘,𝑚 − 𝛼$

5
'*&

"#$
6𝑎''
& 𝑥'% + 𝑐′ & = 0

5
'*&

"#$
6𝑎''
," 𝑥'% + 𝑐′ ," = 0

⋮

𝑄′ ,"+& 𝑥&, … , 𝑥"#$ = 0

𝑄′ " 𝑥&, … , 𝑥"#$ = 0
⋮



Proposed Algorithm: 𝛼!
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Step 1- 𝑖 : 𝑛 − 𝑚 − 𝑘 variables, 𝛼$(𝑖 − 1) equations

(𝑖 = 2,… ,𝑚 − 𝑘)

Step 2 : 𝑛 −𝑚 variables, 𝛼$ 𝑚 − 𝑘 equations

𝑛 −𝑚 ≥ 𝛼$(𝑚 − 𝑘)

𝛼$ ≤
"#'
'#$ =

"#$
'#$ − 1

∴ 𝛼$ =
"#$
'#$

− 1

(Thomae-Wolf algorithm: 𝛼 = "
'
− 1)

To obtain the solutions of these systems,



Theoretical Complexity
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TW:   𝛼 = 0
Our: 𝛼( = 1 𝑘 = 2

𝑞 = 2=, 𝑚 = 30, 30 ≤ 𝑛 ≤ 120



Theoretical Complexity
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𝑞 = 2>, 𝑚 = 40, 40 ≤ 𝑛 ≤ 160
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Proposed Algorithm for 𝔽"
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𝑓ℓ =5
'*&

"#$
𝑥'𝐿'

ℓ 𝑥"#$+&, … , 𝑥! + 𝑄 ℓ 𝑥"#$+&, … , 𝑥!

𝑥)! = 𝑥) 𝔽!

Step 3: same as the proposed algorithm for 𝔽!!

𝛽$ : linearization factor 1 ≤ 𝛽$ ≤ 𝑚

Step 1: same as the proposed algorithm for 𝔽!!

1 ≤ ℓ ≤ 𝛽$

𝑓ℓ =5
'*&

"#$
6𝑎''
ℓ 𝑥'% +5

'*&

"#$
𝑥'𝐿'

ℓ 𝑥"#$+&, … , 𝑥! + 𝑄 ℓ 𝑥"#$+&, … , 𝑥!

We can omit Step 2



Proposed Algorithm for 𝔽"
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𝑛 − 𝑚 − 𝑘 ≥ 𝛽$ 𝑚 − 𝑘 − 1

𝛽$ ≤
"# '#$
'#$#& = "#&

'#$#&− 1

∴ 𝛽$ =
"#&

'#$#& − 1

(the proposed algorithm for 𝔽!!: 𝑎$ =
"#$
'#$ − 1)

Step 1- 𝑖 : 𝑛 − 𝑚 − 𝑘 variables, 𝛽$(𝑖 − 1) equations

(𝑖 = 2,… ,𝑚 − 𝑘)

Step 2 : 𝑛 −𝑚 variables, 𝛽$ 𝑚 − 𝑘 equations

To obtain the solutions of these systems,



Theoretical complexity
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𝑞 = 2,𝑚 = 100, 100 ≤ 𝑛 ≤ 300
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Conclusion
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・For the underdetermined MQ problem,
we proposed a new efficient algorithm
by improving the Thomae-Wolf algorithm.

・In future work, we will consider the application of 
the proposed algorithm for 𝔽! to existing algorithms.


