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Visualizing Homogeneous Quadratic Maps
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Unbalanced Oil and Vinegar (UOV)

For 0 < k < o, define /////
Fi(x) = Z AjjkXiXj + Z bikXi + Ck. lii—

o<i<n 0<i<n

0<j<n
P(x) = F o L(x),

UOV homogeneous
quadratic part

where L is linear.
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Unbalanced Oil and Vinegar (UOV)

For 0 < k < o, define

Fk(X) = E AjjikXiXj + E by x; + ck.
o<i<n 0<i<n
0<j<n

P(x) = F o L(x),

where L is linear. k uov homf)geneous
If n ~ 2o, this is bad quadratic part
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Step-wise Triangular System (STS)

Set0=up <y <...<ug=n.
For all us_1 < ¥ < us, define

Fr = Z ajjeXiXj + Z biexi + ¢y
0<ij<us 0<i<us
P(x) = T o F o U(x),

where T, U are linear.
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Step-wise Triangular System (STS)

Set0=up <y <...<ug=n.
For all us_1 < ¥ < us, define

Fr = Z ajjeXiXj + Z biexi + ¢y
0<ij<us 0<i<us
P(x) = T o F o U(x),

where T, U are Iinear.K—/—\

Vulnerable to rank attacks unless us — us_1 is large.
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Big Field Schemes
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Visualizing Homogeneous Big Field Quadratic Maps

FX)= > agxa+e.

1<i<j<n
11 n
Qo a1/2 -+ Qagn—1)/2
ao1/2 a1l o Qg(n-1)/2
: : : n
30(n—1)/2 al(n—l)/2 "t A(n-1)(n-1) Nonzero coefficients shaded
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Cc* (SLIGHTLY GENERALIZED)

F(X) = aX9+L,
P(x)=Tog¢ " ofogoU(x),

with T, U are linear and

¢:FI > E

. . . n
is an Fq-vector space isomorphism. o
Nonzero coefficients shaded
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Cc* (SLIGHTLY GENERALIZED)

F(X) = ax9'*1, w
_ -1
P(x)—TOd) Ongf)OU(X), Rank2 n
with T, U are linear and -
¢ Fl — E
n

is an Fq-vector space isomorphism. o
Nonzero coefficients shaded

Vulnerable to rank and differential attacks
including Patarin’s linearization equations.
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Minus (-)

Public Map

m—a
Remove a public equations.

P|'|:|_|O:D7

where [ is a projection onto an
(m — a)-dimensional subspace.

n
Nonzero coefficients shaded
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Projection (p)

Public Map
Fix p input values. m
Pn=Poll,
where n—a
N:FP—F;
is a linear embedding.
n—a

Nonzero coefficients shaded
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Plus (+)

Private Map
m+t
Add t random equations.
F+ = FHQ,
n
where Q is a system of t random
quadratic formulae in x.
n

Nonzero coefficients shaded
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Vinegar (v)

Private Map
m

Add v extra variables.

FV(X7V) = F(X) + Q(X, V)>
n+v
where Q is quadratic with the property
that F,(x,c) is easy to invert for any
constant c.

n—+v
Nonzero coefficients shaded
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Relinearization

Given a system of quadratic equations
P(x) = c,
introduce new variables of the form
S — e
Introduce equations in the new unknowns (for example) of the form
YijYke = YikYje

or

XkYij = XiYjk-
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The Q Modifier

Given a multivariate quadratic function F : FJ" — FZ", define a vector of auxiliary
variables

w = [Wl Wg].

Multiply terms of F by these variables in soME wAY to form F : Fé"*é — [
Define the vector of new variables z = x ® w, i.e. zj = x;wy.
For each monomial in F randomly choose a substitution
XiXjWk — XjZjk OF XiXjWk — XjZik.
For all equations, (i,/, k) and (i, j, r,s), randomly select a, b € F, and add
axjzjx — axjzjk and bzjz,s — bzjsz;,
(4+1)m m
Fq = 7
New Practical Multivariate Signatures from a Nonlinear Modifier 15/31
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Inversion of F

How to solve y = F(x).
Step 1: Select constants

Step 2: Invert the intermediate map y = F(u,w).

Step 3: Compute the preimage of F,

x=ud (uw).
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Inversion of F

How to solve y = F(x).
Step 1: Select constants

w=[w - w]=[a - o

Step 2: Invert the intermediate map y = F(u,w).

)

tep 3: C te the prei fF ici
Step 3: Compute the preimage of F, Family of efficiently

x=ud (uew). invertible functions
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Q for Quadratic

A

Q modifier

F:Fm— Fm =
¢ FoFIm L Fm
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Example

Consider the function F over F; whose coordinates are given by

y1 = 2x1x2 + 3x1X3 + XoX3
y2 = x¢ + 5x1x3 + 2x0x3

¥3 = x1x3 + 3x22 + 6x2x3.

Step 1: We produce F: Fg — ng

y1 = 2x1xoWo + 3x1x3W1 + 3x1X3Wo + XoX3Wy
2 2
Yo = Xy w1 + xi wa + Sxpx3wn + 2xo0x3W1

¥3 = X1Xx3wy + x1x3wp + 3X22 wo + 6x0x3Ws.
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Example, cont'd

At this point F: Fg — Fg‘ is given by:
y1 = 2x1xoWo + 3x1X3W1 + 3x1X3Wo + XoX3Wy
Yo = X12 wy + X12 Wo + bxix3wo + 2xox3Wq
y3 = x1x3w1 + x1x3wo + 3x22 wo + 6x0x3Ws.
We construct the vector z = x @ w.
Step 2: We produce F : Fc? — FS’, by substitutions and random additions of cancelling
terms (in parentheses for emphasis):
v1 = 2xpz12 + 3x1231 + 3x1232 + X3201 + (4212231 + 3211230 + X1200 + 6X2212)
y2 = x1211 + x1212 + 5x3212 + 2x0231 + (X3212 + 61232 + 4200211 + 3212201)

¥3 = x1231 + X3212 + 3Xx0200 + 6x2232 + (2X1221 + 5xpz11 + 3230211 + 4-212231).
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QC*

Let f(X) = X9 *! be a C* map. Define F : FI"! — FI" by
F(x,w) = ¢~ (¢(B(w))f (¢(x))),
where ¢ : F" — E is an Fg-vector space isomorphism and B : Fg — Fg" is linear.

Note that F(-,w) is a C* map with a coefficient other than 1. Easily invertible.

P(x):ToI?OU.
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QC*: Inversion of F

For small £, we can store linearization equations LY for the C* map F(-,w) for all w.

To solve y = I?(x) find an element u in the left kernel of the block matrix
[Lyy" e LnyT]

Then we have that

~

y=Fua(uow),

so that x = u @ (u ® w) is a preimage of y.
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QC* Efficiency

Inversion requires

1) m + 1 matrix-vector products,

2) an m{-dimensional Kronecker product, and
3) solving a linear system.

A total of m® + m“ + m?(¢ + 1)? + m{ multiplications in F,.

(If you do not want to store g° linearization systems, inversion will cost one more
matrix-vector multiplication.)
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QSTS

Let F(x) be an STS map. Define F FC’I"M — Fg" by multiplying every term in F by a
random linear form in w.

Note that for all fixed w that F(-,w) is an STS map. Easily invertible.

P(x):Tol?oU.
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QSTS Efficiency

Inversion requires
1) 2 matrix-vector products,
2) an m{-dimensional Kronecker product, and

3) inversion of a triangular map.

A total of m3 + 2('";2) + m?(¢ + 1)? + m¢ multiplications in Fy.
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UOQOV Attacks

Notice that any Q system can be inverted as a UOV scheme; thus, any UOV attack is
applicable.

1) Invariant Attack (a la OV).

2) UOV reconciliation attack.
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Direct Attack

Any UQOV preimage is valid, so the solving degree of P is not the same as F.

Using a hybrid approach and Thomae's trick we find the semi-regular degree

(1 _ t2)m—€—1

dsr = min{d : [t9]S(t) < 0}, where S(t) = 1= m ik

This produces a complexity of
—0—1—k+ds\”
oo ))
(" dsr
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Q Kernel Attack

Note that monomials of the form zj zj never occur in F. Thus, the assignment
[Xl Xn 211 Zlé ZZZ]:[O 0 0 C]. ...CZ]7

(+1) such that

makes F = 0. Hence there exists a linear injection M : F£ — Fg’
MP,MT =0y, V1 < i< m.

Assuming M in echelon form, m(ﬁ) equations in m¢? variables.

Forms an ¢2-dimensional ideal, but ¢ << m, so harder to solve than the direct attack.

20 July, 2021 Daniel Smith-Tone New Practical Multivariate Signatures from a Nonlinear Modifier PQCrypto 2021 27/31



NIST QC* and QSTS
National Institute of Security Analysis

Standards and Technology New Schemes Performance
U.S. Department of Commerce

Rank Attacks

Both C* and STS have severe rank weaknesses.

Fm(K+1)

Note that for all linear injections M : FJ" — Fyq

PoM# P,
where P’ is a C* or STS public key.

Thus QC* and QSTS have no rank defect.

20 July, 2021 Daniel Smith-Tone New Practical Multivariate Signatures from a Nonlinear Modifier PQCrypto 2021 28/31



NIST QC* and QSTS

National Institute of Security Analysis

Standards and Technology New Schemes Performance
U.S. Department of Commerce

Differential Attack

Recall that many variants of C* are vulnerable to differential attacks.

Since there is no linear injection M such that P o M has the C* shape, QC* is not
susceptible.
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Parameters and Performance

Experiments using the MAGMA Computer Algebra System?!.

g m { +# Egs. +# Vars. sig. (B) pk (B) sign (ms) ver. (ms)
Q-schemes 28 44 3 44 176 176 677600 0.6 2.9
uov 28 44 176 176 677600 3.7 2.9

! Any mention of commercial products does not indicate endorsement by NIST
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Future Directions

1) More security analysis.
2) Study casew = [wy -+ wy 1]

3) Examine Q applied to other schemes. (QOV?)
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