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THE HIDDEN SHIFT PROBLEM

Definition
Let (G,+) be an abelian group,X be a set and f1, f2 : G→ X
be injective functions for which there is a s ∈ G such that
f1(g) = f2(g + s) for all g ∈ G. Find s.
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EXAMPLE: SIMON’S PROBLEM

I G = Zm2
I fi : G→ X, f1(x) = f2(x+ s)
I Polynomial-time solution
I χv(w) = (−1)〈v,w〉

I 1√
2(|0〉+ χv(s)|1〉)

H7→ 1
2((1 + χv(s))|0〉+ (1− χv(s))|1〉)

I System of equations→ recover s
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DIFFIE HELLMAN KEY EXCHANGE

Abelian group G acts on setX
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HARD HOMOGENEOUS SPACES

I G abelian acts strictly transitively on setX
I 0 ? x = x
I (s1 + s2) ? x = s1 ? (s2 ? x)

I Vectorisation Problem: Given x, s ? x, extract s.
I Parallelization Problem: Given x, s1 ? x, s2 ? x, compute

(s1 + s2) ? x
I As Hidden Shift Instance:

I f1 : G→ X : a 7→ a ? (s ? x)
I f2 : G→ X : a 7→ a ? x
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CSIDH

I G = Cl(O)
I X set of supersingular elliptic curves E/Fp (up to

isomorphism) such that EndFp(E) ∼= O .
I G acts on setX via isogeny
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STANDARD METHOD
I Apply f1, f2 to a superposition of all group elements
I measure to obtain

1√
2

(
|g〉+ |g + s〉

)
I Perform Abelian Quantum Fourier transform to obtain

1√
2

(
|0〉+ χ(s)|1〉

)
I χ : G −→ C× is a character
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PREVIOUS ALGORITHMS

I All based on creating length 2 phase vectors:
ϕ(χ) = 1√

2(|0〉+ χ(s)|1〉)
I Kuperberg: combine “bad” phase vectors to make “better”

ones
I Regev: improvement combining more phase vectors and

using more general measurements, requiring less memory
I Kuperberg: collimation sieve using QRACM
I Peikert: adaptation of collimation sieve on most significant

bit
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TORSION ALGORITHM

I G finite abelian with p2tG = 0
I Example: G = Z2

3 × Z4 × Z2

I χ(a1,a2,a3,a4)(x1, x2, x3, x4) = e2πi( a1x1+a2x2
3 + a3x3

4 + a4x4
2 )

I Goal: combine characters to get (a1, a2, 0, 0)
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TORSION ALGORITHM

I Let s = (s1, s2, s3, s4), χ = χ(1,2,0,0)

I We have 1√
2(|0〉+ χ(s)|1〉)

I Apply Hadamard: 1
2((1 + χ(s))|0〉+ (1− χ(s))|1〉)

I If we measure 1: χ(s) 6= 1⇒ (s1 + 2s2)2 ≡ 1 (mod 3)
I After enough equations, we can recover s1, s2
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TORSION ALGORITHM

I Reduction to Z4 × Z2 now possible
I χ(a1,a2)(x1, x2) = e2πi( a1x1

4 + a2x2
2 )

I Goal: χ2
a = 1 (i.e. if a ∈ {(2, 0), (0, 1), (2, 1)})

I Use method Simon’s problem to recover s3, s4
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OUR COLLIMATION

I long phase vectors Ψ = 1√
L

(χ1(s)|χ1〉+ . . .+ χL(s)|χL〉).
I χj : G −→ C× are characters
I Force the characters into smaller and smaller regions of
G∨.

I Create phase vector of density > 1 by collimation
I thin out to obtain regular phase vector supported on a

subgroupH of G∨.
I Apply Fourier transform to retrieve smod kerH .
I Reduces hidden shift problem to kerH .
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COLLIMATION EXAMPLE

subgroup chain {1} = G0 ≤ G1 ≤ G2 ≤ G3 = G∨
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COMBINED ALGORITHM

I G finite abelian with subgroup chain
{1} = G0 ≤ G1 = G∨[p2t] ≤ · · · ≤ GM = G∨

I Apply collimation until ψ is obtained with support in G1
I Apply Torsion Algorithm to retrieve smod p2tG
I Apply Collimation Algorithm to retrieve s entirely
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CONCLUSION

I Combination of polynomial-time Friedl et al. with
sub-exponential Kuperberg/Peikert

I Works for any Abelian group G with complexity
poly(log(|G|)) · 2O(

√
log(|p2tG|))

I Consequences for cryptosystems based on hard
homogeneous spaces
I Can the complexity be improved?
I Can this be generalized to other torsion, while being kept

memory-friendly?
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THE END

Thank you for your attention
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