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CONTRIBUTIONS OF THE PAPER

- Development of efficient Gaussian preimage sampling techniques on module lattices.
- Applications to signatures and identity-based encryption.

- A public and open-source implementation without any external library dependencies.



GAUSSIAN PREIMAGE SAMPLING ON
MODULE LATTICES



USING TRAPDOORS TO BUILD SIGNATURE SCHEMES ([GPV08])

Matrix A € Zy*™ defining A; (A) = {x € Z" | Ax = 0 mod q}.
Short basis T € Z™*™ of this lattice (T is the trapdoor for A).

— Signature :
Gaussian Preimage

hash sampling
Message M € {0,1}* = H(M) € Zjg - x small such that Ax = u mod
ge M € {0,1}" == u = H(M) € Z§ e | q

— Verification :

- Accept if Ax = u mod g and x small.

- Reject otherwise.



MODULE GADGET TRAPDOOR OF [MP12]

Rings R = Z[X]/(X" + 1) and Rq = Zq[X]/(X" + 7).

TRAPGEN algorithm outputs 2 matrices

A=[A | HG—AT] € R™™and T € R

such that
T
A |—| = HG.
lak

G=Il3®g € R where g’ = [1 BB - bk‘1] with k = [log, g].
H € Ry*% an invertible matrix, called the tag.
T« Ddexko.

A" [1; | A] where A<« U(RI*Y).




SAMPLING GAUSSIAN PREIMAGES

— Computing a small Gaussian vector x € R™ such that Ax = u mod g for a given u € R

Sample z < Day(s),o by ndk calls to the scalar sampler of [GM18] with v = H~ 1.
z verifies Gz = v mod q.

Compute x = [T]z.

— We have Ax =A[]]z = HGz = Hv = u mod q.

The distribution of x leaks information about the trapdoor T :

By =’ [J][r 1]




SAMPLING GAUSSIAN PREIMAGES

— Computing a small Gaussian vector x € R™ such that Ax = u mod g for a given u € R

let &= [A5] e ROFI(H9) and :

B = DZS,ﬁ,Cw;
Xo < DZ’,\/ > /D,co+BD—"(x1—¢1)"

This process outputs a vector x = (o, X1) € Z"**
whose distribution is statistically
indistinguishable from Dyes /5 -

Sample p < DRm,\/zT;

p has convariance matix X, = ¢’ — o[ ]][771].

— Particular structure of ¥, = + using the Lemma iteratively.




SAMPLING GAUSSIAN PREIMAGES

— Computing a small Gaussian vector x € R™ such that Ax = u mod q for a given u € R’.

Sample p + Dnm,\/zj (Perturbation Sampling).
Compute v=H~"(u — Ap).

Sample z ¢ Dpy(6),a (G-Sampling).

Returnx =p + []]z.

- X lies in the desired coset.

- The covariance matrix of x is & = 5 + ATl =¢
——

perturbation covariance matrix T
covariance matrix of | z



DUAL-REGEV ENCRYPTION SCHEME



DUAL-REGEV ENCRYPTION SCHEME [GPV08]

Alice
pk = (A, u = Axgop mod q) Bob
pk = (A, U = AXgo, mod q)
s« U(Z3y) (€o,C1) SR = Xgop ¢+ Dzm ¢

e, e’ «+ Gaussian error vectors

a—xco=¢—xe+M-|q/2]
Co = ATS +e small

c=us+e +M-|q/2]




IDENTITY-BASED ENCRYPTION



IDENTITY-BASED ENCRYPTION

Private Key Generator
(mpk, msk) +— SETUP(1")

Alice Bob
idgop = 'bob@email.com’ | M <— DECRYPT(mpR, skiq, ., C)

SETUP(1") — (mpk, msR).
EXTRACT(1", mpRk, msR, id) — SRjq.
ENCRYPT(1", mpk, id,M) — C.

DEcrYPT(1", SRig, C) — (M, Error).



IDENTITY-BASED ENCRYPTION

Private Key Generator

(mpk, msk) «+— SeTuP (17)

Alice C <— ENCRYPT(mpR, idgop, M) Bob
idgop = "bob@email.com’ M <— DECRYPT(mpR, skig, ., C)

SETUP (1) — (mpR, msk).
EXTRACT(1", mpk, msR, id) — SRjg.
ENCRYPT(1", mpR, id, M) —s C.
DECRYPT(1", SRig, C) — (M, Error).



IDENTITY-BASED ENCRYPTION

Private Key Generator
(mpk, msk) +— SETUP(1")

Bob
M <— DECRYPT(mpR, skiq, ., C)

Alice
idgop = 'bob@email.com’

SETUP(1") — (mpk, msR).

EXTRACT (17, mpk, msk, id) — skig.
ENCRYPT(1", mpk, id,M) — C.
DEcrYPT(1", SRig, C) — (M, Error).



IDENTITY-BASED ENCRYPTION

Private Key Generator
(mpk, msk) +— SETUP(1")

Bob
M <— DECRYPT(mpR, skiq, ., C)

Alice
idgop = 'bob@email.com’

SETUP(1") — (mpk, msR).
EXTRACT(1", mpRk, msR, id) — SRjq.
ENCRYPT (1", mpk, id, M) — C.
DEcrYPT(1", SRig, C) — (M, Error).



IDENTITY-BASED ENCRYPTION

Private Key Generator
(mpk, msk) <— SETUP(1")

Alice
idgop = 'bob@email.com’

Bob
M — DECRYPT (mpR, Skig,, , C)

SETUP(1") — (mpR, msR).
EXTRACT(1", mpR, msR, id) — SRig.
ENCRYPT(1", mpk, id, M) — C.

DECRYPT (17, sRig, C) — (M, Error).



IDENTITY-BASED ENCRYPTION

Private Key Generator
(mpk, msk) <— SETUP(1")

Alice C <— ENCRYPT(mpR, idgop, M) Bob
idgop = 'bob@email.com’ M <— DECRYPT(mpR, skiq, ., C)

IBE concept introduced by Shamir.

First IBE constructions by Boneh and Franklin (bilinear maps) and Cocks (quadratic residue assumptions).
First lattice based IBE, by Gentry, Peikert, and Vaikuntanathan ([GPV08]).

Efficient lattice based IBE secure in the standard model ([ABB10]).

Efficient IBE over NTRU lattices ([DLP14]).



MODULE IBE CONSTRUCTION

Private Key Generator

(A,T) < TrapGen(0, o) \‘ Xgop Such that AgopXgop = U mod g

—U(RY) +
mpk = (A,u) and msk =T X
Alice
d Bob
s < URg) (b,0) pR= (A, u), sk = Xgop

e, eq, e’ < Gaussian error vectors

€ —b'Xgop =€ — (eo” | €1%)'Xgop + 1G/2]M

b (sTAgop)” + (eo” | &1")!
c+slu+e +|g/2]M




IMPLEMENTATION




IMPLEMENTATION

; Dz, sampling.c

TrapGen

SamplePre

arithmetic.c

Modularity of the implementation

- Cimplementation without any external library dependency.
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Modularity of the implementation

- Cimplementation without any external library dependency.

- Blocks can be swapped out.



IMPLEMENTATION

random.c
P i
| sampling.c
|
|

TrapGen

SamplePre

arithmetic.c

Modularity of the implementation

- Cimplementation without any external library dependency.

- Blocks can be swapped out.
- Easy to modify the arithmetic on Ry.



IMPLEMENTATION

- Partial NTT to speed up polynomial arithmetic in Ry.
- Representation of polynomials by their complex CRT representation.

- Efficient low-degree FRD encoding to map identities to matrices in Rgx‘f



PARAMETERS

Table 1: Suggested parameter sets

Parameter set | [l 11 IV
nd 1024 1280 1536 2048
n 1024 256 512 2048
R 30 30 30 30
d 1 5 3 1
o 7.00 5.55 6.15 6.85
« 4834 5435 60.50 67.40
¢ 83832 83290 112522 160778
BKZ blocksize b to break LWE 367 478 614 896
Classical security 107 139 179 262
Quantum security 97 126 163 237
BKZ blocksize b to break SIS 364 482 583 792
Classical security 106 140 170 231
Quantum security 96 127 154 210




PERFORMANCE

Table 2: Timings of the different operations of our scheme: Setup, Extract, Encrpt, and Decrypt

Parameter Set Setup Extract Encrypt | Decrypt
| 9.82ms | 1654 ms | 487 ms | 0.99 ms
[l 4491 ms | 1809 ms | 548 ms | 1.04 ms

Table 3: Timings of the different operations for some IBE schemes.

Scheme (A, n) Setup Extract | Encrypt | Decrypt
BF-128 (128, -) - 0.55ms | 7.51ms | 5.05ms
DLP-14 | (80,512) | 4.034ms | 3.8 ms | 0.91ms | 0.62 ms

— Less efficient but secure in the standard model and without the NTRU assumption.

— Implementation of [BFR*18] obsolete + limited security.



CONCLUSION




CONCLUSION

Using approximate sampling techniques of [CGM19] to make the schemes faster and more
compact.

Adapting the schemes to achieve adaptive security.

Using better Integers Gaussian Samplers to achieve better performance.

Thanks !
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