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Use Case

~ Feature Activation in Cars
=  Short sighed messages
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Experimental Setup
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SPHINCS+ (SHA256-128)
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SPHINCS+ (SHA256-128)

= Hold pubkey in memory
- Stream signature
= in chunks of n x 16B

~ Used reference code
= Majority of time is spend in
hash function
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Rainbow (l-classic)
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Rainbow (l-classic)
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Rainbow (l-classic)

= Hold signature in memory

= Stream public key
= In chunks of n x 32B

~ Based on bitslice implementation
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GeMSS (128)
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GeMSS (128)
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Dilithium (2)
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Dilithium (2)

Hold signature in memory
Stream public key

= One polynomials at a time
= in chunks of 320B

Based on optimized round 2

implementation for Cortex-M3/4
= Updated for round 3 parameters
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Falcon

Everything fits in memory
No streaming required
Cortex-M3 compatible
optimized implementation

available
= No FPU on M3, has to be emulated
= Only tiny modification needed for
memory constraints
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Results’

/ streaming data streaming time \ / w/o pk vrf. w/ pk verification w/ streamina
lpkl | sigl |  total | 500 kbit/s | 20 Mbit/s : _ pkvrh total time% 20 Mbit/s
sphincs-s® 39 7856 7888 126.2 ms 39 ms sph:mcs—s‘D 8741k 0 8741k 87.4 ms 90.6 ms
sphincs—fb 39 17088 17120 273.9 ms 6.9 ms . sphincs-f ' 26 186k 0d 26 186k 261.9 ms 268.7 ms
. . rainbowI-classic 333k 6 850k 7182k 71.8 ms 136.5 ms
rainbowI-classic | 161600 66 161 666 2586.7 ms 64.7 ms R - -
. gemss—128 1619k | 109938k® 111557k 1115.6 ms 1679.1 ms
gemss-128 352188 33 | 1408785°| 22540.6 ms | 563.5 ms rsalam Tgo0k | 17" 2195k Bl%ms 918 08
dilithium2 1312 | 2420 3732 59.7 ms 1.5 ms faloon-512 il Gik® 8™k 8% 85 ms
falcon-512 897 690 1587 254 ms 0.6 ms * _sha256-128s-simple P -sha256-128f-simple °SHA-3/SHAKE
* -sha266-128s-simple P -sha266-128f-simple 4 - |pk| + |sig] dSHA-256  © At 100 MHz (no wait states)
Data Volume
\_ o\ Cycle Counts -
/ memory code \

total | buffer  .bss stack | .text

sphincs-s® 6904 | 4928 780 1196 | 2724

sphincs-fb 7536 | 4864 780 1892 | 2586

rainbowI-classic | 8168 | 6848 724 596 | 2194

gemss-128 8176 | 4560 496 3120 | 4740

dilithium2 8048 40 6352 1656 | 7940

falcon-512 6552 897 5255 400 | 5784

* -sha256-128s-simple b -sha256-128f-simple

o

Memory Usage

/

for 1000 iterations
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Resources

Paper: https://ia.cr/2021/662
Code: https://git.fslab.de/pqc/streaming-pg-sigs/

Hyptertree visualization by Abid Khan.



https://eprint.iacr.org/2021/662.pdf
https://git.fslab.de/pqc/streaming-pq-sigs/

