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↦ We’re at Round 3
↪ Let’s look at the real world

↦ PQC for Embedded Systems 
Workshop
↪ Bringing together industry and 

academia

Background
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Use Case

↦ Feature Activation in Cars
↪ Short signed messages
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Use Case

↦ Feature Activation in Cars
↪ Short signed messages

↦ Protocol already exists
↪ Uses ECC

↦ HSM has to verify signatures and 
Pubkey
↪ Is resource constrained
↪ Holds hash of public key
↪ Stores activated features in secure 

memory 
↪ Simulated on a STM32-F207ZG
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Experimental Setup
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STM32-F207ZG

↪ Cortex M3

Host Computer

Serial Communication



Investigated Schemes

SPHINCS+ Hash Based

GeMSS

Rainbow
Multivariate

Dilithium

Falcon
Lattice Based
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SPHINCS+ (SHA256-128)
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SPHINCS+ (SHA256-128)

↦ Hold pubkey in memory
↦ Stream signature

↪ in chunks of n × 16B
↦ Used reference code

↪ Majority of time is spend in 
hash function
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Rainbow (I-classic)

10



Rainbow (I-classic)
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Rainbow (I-classic)

↦ Hold signature in memory
↦ Stream public key

↪ In chunks of n × 32B
↦ Based on bitslice implementation
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GeMSS (128)
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GeMSS (128)

↦ Hold signature in memory
↦ Stream public key 4 times

↪ Verification has 4 iterations
↪ in chunks of n × 2174B

↦ Based on reference code
↪ No embedded implementation 

available
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Dilithium (2)
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Dilithium (2)

↦ Hold signature in memory
↦ Stream public key

↪ One polynomials at a time
↪ in chunks of 320B

↦ Based on optimized round 2 
implementation for Cortex-M3/4
↪ Updated for round 3 parameters
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Falcon

↦ Everything fits in memory
↦ No streaming required
↦ Cortex-M3 compatible 

optimized implementation 
available
↪ No FPU on M3, has to be emulated
↪ Only tiny modification needed for 

memory constraints
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Results¹

Cycle CountsData Volume

Memory Usage ¹for 1000 iterations
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Resources

Paper: https://ia.cr/2021/662

Code: https://git.fslab.de/pqc/streaming-pq-sigs/

Hyptertree visualization by  Abid Khan.
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https://eprint.iacr.org/2021/662.pdf
https://git.fslab.de/pqc/streaming-pq-sigs/

