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| —

a times
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Elliptic curve points Very hard homogeneous spaces

Ring Zp, Group P Group G = (g), Set &
*x:Gx & —E
[]ZZNX'P%P []ZZng%g
P P=P+---+P E E=g°+E
(a,P) = [a]P = o *F (a, E) = [a]E = g% %
a times

[a] P + [b]P = [a + b]P
[a]([6]P) = [ab]P
e([a]P, [b]Q) = e(P, Q)
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Elliptic curve points Very hard homogeneous spaces
Ring Zp, Group P Group G = (g), Set &
*x:Gx & —E
[]ZZNX'P%P []ZZng%g
(ajP)H[a]P:P+----+P (a, E) — |a|E = g° % E
a times
[a]P + [b]P = [a + b]P No addition!
[a]([6]P) = [ab] P [a]([b]E) = [a + D]E
e([a]P, [b]Q) = e(P, Q)3 No pairings!

Vectorization Problem (DLOG Problem): Given [alE, find a.
Parallelization Problem (CDH Problem): Given E, [a]E, F, find [a]F.

Decisional Parallelization Problem (DDH Problem):
Distinguish ([a]E, [b]E, [a + b]E) from ([a]E, [b]E, [c|E).
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Shamir secret sharing

@ k distinct points in a graph uniquely define a polynomial f(x) of
degree k — 1

@ k — 1 points give no information about any further points of f(x)



.......



Let degf =k —1:
For each S C {1,...,n} with |S| > k,

f(0) = > Lif(i)

€S

L
.......



Let degf =k —1:
For each S C {1,...,n} with |S| > k,
F(0) =) Lif(i)
i€S

‘ Problem: Any set of k malicious play-
------- g ers can reconstruct the secret f(0)



Let degf =k —1:

P, P,
For each S C {1,...,n} with |S| > k,
F(0) =) Lif(i)
P3 i€S
= Problem: Any set of kK malicious play-

........ ers can reconstruct the secret f(0)

Assumption 1: There are at most kK — 1 malicious players




Let degf =k —1:

P, P,
For each S C {1,...,n} with |S| > k,
F(0) =) Lif(i)
P3 i€S
= Problem: Any set of kK malicious play-

........ ers can reconstruct the secret f(0)

Assumption 1: There are at most kK — 1 malicious players
Assumption 2: There are at least k honest players




Let degf = k—1:

Pﬂ. P2
For each $ C {1,...,n} with |S| > k,
F(0) =) Lif(i)
P i€S
" p Problem: Any set of kK malicious play-
Lo ' ers can reconstruct the secret £(0)

Assumption 1: There are at most kK — 1 malicious players
Assumption 2: There are at least k honest players

[en.wikipedia.org/wiki/File:20140808EBY8BYA4%EBY,AC
%B8Y%ED%99%94%EA%BO%80%ECYA1%B1%EAY%B3%BC_4LED%95%A8Y%EA
%BBY%98119%ECY%84%9C%ECY9AY,B8YEDY,88%AC%ECY96%B498 . jpg] [commons.wikimedia.org/wiki/File:BTC Logo.svg]



Let degf =k —1:

P, P,
For each S C {1,...,n} with |S| > k,
F(0) = Lif(i)
P3 i€S
p Problem: Any set of k malicious play-

-------- ' ers can reconstruct the secret f(O)

Assumption 1: There are at most kK — 1 malicious players
Assumption 2: There are at least k honest players

honest majority (k,n)-threshold scheme
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P f (1)(37)




Pi1 ho
P> ho

P3 ho

ds F(D(1),...,f(M(1)
ds F(1D(2),...,f(M(2)
ds f(l)(3),. jf(”)(?))

P; holds F(1)(i), ..., £F("(J)

P, holds f1)(n),..., f("(n)



Define f(x):=» f\)(x)
=1

P1 NO
P2 ple
P3 ple

P; holds F(1)(/),...

P, holds f()(n), ...,

G
G

G

s F1(1), ...
s f(1)(2), ...
s f1)(3),. ..

~—~ o~~~
3 3 3
S e
P Y N a
W N =
M M N’

j f(n)( i)

f(7)(n)
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Define f(x):=» f\)(x)
=1

Pl N0
P2 NO
P3 NO

s F(1),...,FM(1)

s f1)(2),...,f(M(2)

s f1D(3),...,f("(3)
P; holds F(1)(i), ..., £F("(J)
P, holds f1)(n),..., f("(n)

G
G

G

= (1) = W) +--.
= f(2) = fW(2) + ..
= f(3) =fW(3) +- ..

= f(i) = f(l)(;) 4o

- £()(1)
- £(0)(2)

- £(0)(3)

(M) (i)

= f(n) = fW(n) 4+ -+ F")(n)
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Player 1 proves correctness of shares of f(l)(x) — Z'z_ol fix' as follows:

!

Elliptic curve points

Let (P) =P.
@ Player 1 commits to Q; = [fi]P for i =1,...,k—1.
@ Player j can verify if

OGP = |36 P LS
L 1=0 | i=0

Very hard homogeneous spaces

o No addition! ([a]E + [b]E not defined)
o Only [a]([b]E) = [a + b]E
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Player 1 proves correctness of shares of f(l)(x) — Z'z_ol fix' as follows:

!

Elliptic curve points

Let (P) =P.
@ Player 1 commits to Q; = [fi]P for i =1,...,k—1.
@ Player j can verify if

OGP = |36 P LS
L 1=0 | i=0

Very hard homogeneous spaces

o No addition! ([a]E + [b]E not defined)
o Only [a]([b]E) = [a + b]E

= Rather [f()(})]E than [f;]E!



f0(0) f(2) f1(3) - () - f(n)
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For j = 1,...,A generate polynomial b;(x)

Commit to: b;(0)|E  |by(2)|E bi(3)|E - b(1)|E o bi(n)|E

Challenge:

Response:

Verification:
(for i=0,..,n)
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(fOE [PRIE [PEE o fOE - [[P(0)E

For j = 1,...,A generate polynomial b;(x)

Commit to: [h(0)JE  [5(2)]E  [BB)E - [bOIE - [b(n)]E
Challenge: c¢i— 10,1}

Response:  1(x) = by(x) - ¢fV(x)

Verification:

(for i=0,..,n)



fOE  [[UIE  [fV(3)]E

For j = 1,...,A generate polynomial b;(x)

Commit to:— [bi(0)[E  [b(2)[E  [by(3)]E

Challenge: c¢i— 10,1}

Response: ri(x) = bi(x) - ¢;fV(x)

Verification: It (D)][cfYDE) = [b()]|E
(for i=0,..,n)

[0 (0)]E

[b;(i)|E

()|

bi(n)|E



(fOE [PRIE [PEE o fOE - [[P(0)E

For j = 1,...,A generate polynomial b;(x)

bO)E  [52)E  [B3)E - [BEH)E o |by(n)|E

Commit to:

Challenge:

Response:

Verification:
(for i=0,..,n)

c¢i— 10,1}

ri(x) = bi(x) - ¢;fV(x)

[ (D)][e,f Y HIE) = [by(i)]E

[Complexity: O(An?) group actions]




(fOE [PRIE [PEE o fOE - [[P(0)E

For j = 1,...,A generate polynomial b;(x)

Commit to: — [b(0)[E  [@IE  bEIE -~ [BEOE - [(b@)E

Challenge: ¢;,— {0,1} [Complexjty: O(An?) group actions]

Commitment scheme

C: {0,1}'x{0,1}* — {0,1}*

Response: ri(x) = bi(x) - ¢;fV(x)

Verification: It (D)][cfYDE) = [b()]|E
(for i=0,..,n)




(fOE [PRIE [PEE o fOE - [[P(0)E

For j = 1,...,A generate polynomial b;(x)

Commit t0:  [by(O)|E C(by(2),y,) Clby(3)ys) - Clby(i)yi) = Clbyn)y,)

Challenge: c¢i— 10,1} [Complexity: M group actions]

Commitment scheme

C: {0,1}'x{0,1}* — {0,1}*

Response: ri(x) = bi(x) - ¢;fV(x)

Verification: r;(3)] [ij(l) 1)|E) = [b;(i)|E
(for i=0,..,n)




fOE  [[UIE  [fV(3)]E

For j = 1,...,A generate polynomial b;(x)

Challenge: c¢i— 10,1}

Response: ri(x) = bi(x) - ¢;fV(x)

Verification: |1 (0)] [ £ (0)|E) = [by(0)|E

Commit to: [b;(0)]E  C(bi(2),y2) C(bi(3),y3) -

[0 (0)]E

C(by(i),y1) -

[ (n)|E

C (b] (Il) nyn)



fO0)E  f1(2) f1(3) - DG e f(n)

For j = 1,...,A generate polynomial b;(x)

Commit to: 1b;(0)|[E  C(bi(2),y2) C(bi(3),y3) -~ C(bi(i),y;) -~ C(bi(n),y,)

Challenge: c¢i— 10,1}

Response: ri(x) = bi(x) - ¢;fV(x)

Verification: |1 (0)] [ £ (0)|E) = [by(0)|E




P, P, P, P
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fO0)E  f1(2) f1(3) - DG e f(n)

For j = 1,...,A generate polynomial b;(x)

Commit to: 1b;(0)|[E  C(bi(2),y2) C(bi(3),y3) -~ C(bi(i),y;) -~ C(bi(n),y,)

Challenge: c¢i— 10,1}
Response: ri(x) = bi(x) - ¢;fV(x)

Verification: |1 (0)] [ £ (0)|E) = [by(0)|E




P? PS I-)i Pn

(OB 92y, 3)y; - D34y o D)y,
For j = 1,...,A generate polynomial b;(x)
Commit to:  [b(0)]E  C(by(2),y,) C(by(3).ys) - C(bj(i)ys) - C(by(n),yn)
Challenge: c¢;— {0,1}
Response: ri(x) = bi(x) - ¢;fV(x)

Verification: [r;(0)][c;fV(0)|E) = [b;(0)|E
by P (i) +etV(),yn) = Cby(i),yy)




P, P, P, P,
T ! T T
fOOE  f92)y,  f7(3)ys fU(i)y; fV(n),y,

For j = 1,...,A generate polynomial b;(x)
Commit to: Co = C([bi(0)[E,... [0, (0)|E,yo)  C; = C(by(i),..,by(1),y1)
Co'= C([fV(0)|E.yo) Ci'= C((1)(i),y:)
Challenge: ¢ = ¢..c, = H(C,,..,C,,C,,..,C,")

Response: ri(x) = bi(x) - ¢,fV(x)

VBI'iﬁC&tiOIlZ C = H(Gﬂgclj”jaij"}CH!CO|1“?CH')
bv P. _
VI G = Ol (0)] eV (O)]B 15 (0)] [V (0)]E.y)
61 - C(fl(i)TLle(l)(i):----,T}x(i)JVChf{l)(i)EaYi)
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fOE 2y, @)y - Py o D)y,

For j = 1,...,A generate polynomial b;(x)
Commit to: Cy = C(|b1(0)[E,.., [0y (0)|E,yo) G = C(by(i),-.,by(i),y3)
Co'= C(lfm(o)JE:}’n) Ci'= C(t(1)(1),y1)
Challenge: c = ¢..c, = H(C,,..,C,,C,,...C.")

Response: ri(x) = bi(x) - ¢,fV(x)

VBI'iﬁC‘dtiOIl: C = H(ngclg--gai:--;Cmcﬁ|a**acn')
bv P. _
VI T = ()]l (O0)]E,. . fr (0)] [ £V (0)]E.yo)
61 - C(fl(i)TLle(l)(i):----af}t(i)JVChf{l)(i)EaYi)



P, P, P, P,
T ! T T
fOOE  f92)y,  f7(3)ys f0(1),y; fV(n),y,

For j = 1,...,A generate polynomial b;(x)

Commit to: Cy = C(|bi(0)|E,..,|b(0)|E,ys)  C; = C(b,(i),..,by(1),y;)
Cy'= (_3([fm((ﬁl)]Ej}q,) C'= C(f(1)(i),y;)

C}IHHEng: C = Cl..C}\ — H(Cm--TCIUC{}!:”:C"IMT)

/Security in the Quantum ROM )

Response: ri(x) = bi(x) - ¢,fV(x)
| | | |Don,Fehr,Majenz,Schaffner'19|:
Verification: ¢ = H(Gﬁ,cl,..,éh..,cmcﬁ', Proof of knowledge
by P; Cy = C([r1(0)][c,fV(0)E, ... [Unruh'16], [Unruh'17]:

C, = C(ry (i) +e,fV(i),....1, (N Zero-knowledge p.
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