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Previous Works and Motivation

• Previous works. Most existing works focus on ZKP for correct evaluation of private input

(encrypted or committed) from a publicly known function.

• Our setting. ZKP for correct evaluation of private symmetric Boolean functions on private

inputs.

• Possible applications. Policy-based anonymous authentication, privacy-preserving access

controls for encrypted databases, accountable function evaluations, …
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Symmetric Boolean Functions
• An n-ary symmetric Boolean function 𝑓: 0,1 𝑛 → {0,1} is represented by

𝒗 = 𝒗 𝑓 = 𝑣0, 𝑣1, … , 𝑣𝑛 ∈ {0,1}𝑛+1.

• On input 𝒙 ∈ 0,1 𝑛, 𝑓(𝒙) returns 𝑣𝑤 where 𝑤 = weight(𝒙).

• 2𝑛+1 different symmetric Boolean functions.

• Examples.

1. Threshold functions: T𝑘 𝒙 = 1 ⇔ weight 𝒙 ≥ 𝑘.

2. Parity functions: PAR 𝒙 = 1 ⇔ weight 𝒙 is odd.

3. Sorting functions: SORT 𝒙 = 𝑇1 𝒙 , 𝑇2 𝒙 ,… , 𝑇𝑛 𝒙 .
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Problem Statement
• Given a public bit 𝑏 and commitments to 𝒙 ∈ {0,1}𝑛 and 𝑓 as follows:

𝒄𝑥 = Com𝑐𝑘 𝒙; 𝜌𝑥 and 𝒄𝑓 = Com𝑐𝑘 𝒗 𝑓 ; 𝜌𝑓 .

• Construct ZK proof for knowledge of 𝒙 and 𝒗(𝑓) such that 𝑓(𝒙) = 𝑏.

• Common inputs. 𝑐𝑘, 𝒄𝑥, 𝒄𝑓 and 𝑏.

• Prover’s inputs. 𝒙, 𝒗 𝑓 , commitment randomness 𝜌𝑥 , 𝜌𝑓.

• Relation

𝑅sym = 𝑐𝑘, 𝒄𝑥 , 𝒄𝑓 , 𝑏 ; 𝒙, 𝒗 𝑓 , 𝜌𝑥 , 𝜌𝑓 ∶ 𝒄𝑥 = Com𝑐𝑘 𝒙; 𝜌𝑥 , 𝒄𝑓 = Com𝑐𝑘 𝒗 𝑓 ; 𝜌𝑓 , 𝑓 𝒙 = 𝑏 .
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LPN-Based Commitments [JKPT12] 
• 𝑛: the bit-length of message.

• Commitment key (𝑨1,𝑥 , 𝑨2) ∈ {0,1}𝜅×𝑛× {0,1}𝜅×𝑠.

• To commit 𝑛-bit message 𝒙, compute 

𝒄𝑥 = 𝑨1,𝑥 ⋅ 𝒙 ⊕ 𝑨2 ⋅ 𝒔𝑥 ⊕𝒆𝑥

where 𝒔𝑥  
$

0,1 𝑠 and 𝒆𝑥 is sampled from appropriate Bernoulli distribution.

• Similarly, to commit (𝑛 + 1)-bit vector 𝒗 = 𝒗(𝑓), use commitment key 𝑨1,𝑓, 𝑨2 and compute 

𝒄𝑓 = 𝑨1,𝑓 ⋅ 𝒗 ⊕ 𝑨2 ⋅ 𝒔𝑓 ⊕𝒆𝑓.
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Stern-Like Σ-Protocol [LLMNW16]
• Stern-like Σ-protocol aims to show the knowledge of secret vector 𝒘 = (𝒘1‖𝒘2) satisfying

𝑴1 ⋅ 𝒘1 ⊕𝑴2 ⋅ 𝒘2 = 𝒖 and 𝒘1 ∈ VALID

for some public matrices 𝑴1,𝑴2, public vector 𝒖 and set VALID containing 𝒘1.

• Relation
𝑅abstract = 𝑴1,𝑴2, 𝒖 ;𝒘1, 𝒘2 ∶ 𝑴1 ⋅ 𝒘1 ⊕𝑴2 ⋅ 𝒘2 = 𝒖 ∧ 𝒘1 ∈ VALID

• Stern-like ZK Proof of Knowledge is constructable if there exists a set of permutations 𝑆 satisfying

 
∀𝜑 ∈ 𝑆:𝒘 ∈ VALID ⇔ 𝜑 𝒘 ∈ VALID

If 𝒘 ∈ VALID and 𝜑 is uniform in 𝑆, then 𝜑 𝒘 is uniform in VALID.

• Purpose. Reduce 𝑅sym to 𝑅abstract.
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Recall. Stern-Like Technique for Valid 
Openings of LPN-Based Commitments

• Recall. 𝒄𝑥 = 𝑨1,𝑥 ⋅ 𝒙 ⊕ 𝑨2 ⋅ 𝒔𝑥 ⊕𝒆𝑥 where 𝒔𝑥  
$

0,1 𝑠 and 𝒆𝑥 ∈ 0,1 𝜅 is sampled from 
appropriate Bernoulli distribution. 

• With overwhelming probability, weight 𝒆𝑥 ≤ 𝑡 for some 𝑡.

• Extend 𝒆𝑥 to (𝒆𝑥 𝒆𝑥
′ ∈ 0,1 𝜅+𝑡, where 𝒆𝑥

′ ∈ 0,1 𝑡 such that weight(𝒆𝑥 𝒆𝑥
′ = 𝑡. 

• Fact. weight 𝒆𝑥 ≤ 𝑡 ⇔ ∃𝒆𝑥
′ ∈ 0,1 𝑡 s.t weight(𝒆𝑥 𝒆𝑥

′ = 𝑡.

𝒄𝑥 = 𝑰𝜅 𝟎𝜅×𝑡 ⋅ (𝒆𝑥 𝒆𝑥
′ ⊕ 𝑨1,𝑥 𝑨2 ⋅ (𝒙 𝒔𝑥 and weight(𝒆𝑥 𝒆𝑥

′ = 𝑡.

• Define VALIDLPN = 𝒘 ∈ 0,1 𝜅+𝑡: weight 𝒘 = 𝑡 .

• Reducible to 𝑅abstract by defining set of permutations to be symmetric group over 𝜅 + 𝑡
elements.
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Technique for  
Evaluating 
Symmetric Boolean 
Functions in ZK
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ZKP for Symmetric Boolean Functions
• Prover needs to convince verifier that

 

𝒄𝑥 = 𝑨1,𝑥 ⋅ 𝒙 ⊕ 𝑨2 ⋅ 𝒔𝑥 ⊕𝒆𝑥 ,

𝒄𝑓 = 𝑨1,𝑓 ⋅ 𝒗 ⊕ 𝑨2 ⋅ 𝒔𝑓 ⊕𝒆𝑓 ,

𝑓 𝒙 = 𝑏

where 𝒗 = 𝒗(𝑓).

• ZKP techniques for valid openings of commitments are available.

• How to simultaneously show that 𝑓 𝒙 = 𝑏?
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Technique for Handling 𝑓 𝒙 = 𝑏
• Recall. 𝒗 = 𝒗 𝑓 = (𝑣0, … , 𝑣𝑛) as 𝑓 is a symmetric Boolean function.

• Define 𝑤 = weight(𝒙).

• Hence,
𝑓 𝒙 = 𝑏 ⇔ 𝑣𝑤 = 𝑏.

• To extract 𝑣𝑤 from 𝒗, define 𝒚 = U 𝑤 = 𝑦0, … , 𝑦𝑛 = (0,… , 0,1,0, … , 0) the 𝑤th basis vector.

• Hence,

𝑓 𝒙 = 𝑏 ⇔ 𝑣𝑤 = 𝑏 ⇔ 𝒗, 𝒚 = 𝑏.

1. How to construct 𝒚?

2. How to show that 𝒗, 𝒚 = 𝑏?
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Constructing 𝒚 = U 𝑤
• Recall. 𝒙 ∈ {0,1}𝑛, 𝑤 = weight 𝒙 , 𝒚 = U(𝑤) ∈ 0,1 𝑛+1.

• Observation. Number of 0’s in the right of 1 in 𝒚 is equal to 𝑛 – 𝑤.

• Example. 𝒙 = 1,0,1,0,0,1,1 ∈ {0,1}7 ⇒ 𝒚 = 0,0,0,0,1,0,0,0 ∈ 0,1 8.

• To show that 𝒚 is well-formed, construct 𝒛 ∈ 0,1 𝑛+1 by inverting all 0’s in the right of 1 in 𝒚.

• Example. 𝒚 = 0,0,0,0,1,0,0,0 ∈ 0,1 8 ⇒ 𝒛 = 0,0,0,0,1,1,1,1 ∈ 0,1 8.

• Facts. By setting 𝒛 = 𝑧0, … , 𝑧𝑛 ∈ 0,1 8, then

𝒚 = U 𝑤 ⇔

𝑧0 = 𝑦0,
𝑧𝑖 = 𝑦𝑖 ⊕𝑧𝑖−1 ∀𝑖 ∈ 1,… , 𝑛 ,

weight 𝒚 = 1

weight 𝒛 + weight 𝒙 = 𝑛 + 1.
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Showing 𝒗, 𝒚 = 𝑏
• Recall. 𝒚 = 𝑦0, 𝑦1, … , 𝑦𝑛 = U(𝑗) ∈ 0,1 𝑛+1 and 𝒗 = 𝒗 𝑓 = (𝑣0, 𝑣1, … , 𝑣𝑛) ∈ 0,1 𝑛+1.

• ext 𝒚 = 𝒚0‖𝒚1‖…‖𝒚𝑛 = 𝑦0, 0, 𝑦1, 0, … , 𝑦𝑛 , 0 ∈ 0,1 2𝑛+2 where 𝒚𝑖 = 𝑦𝑖 , 0 .

• Observation. weight(𝐲j) = 1 mod 2 and weight 𝒚𝑖 = 0 mod 2 ∀𝑖 ≠ 𝑗.

• enc 𝒗 = (𝒗0 𝒗1 … 𝒗𝑛 = 𝑣0 , 𝑣0, 𝑣1 , 𝑣1, … , 𝑣𝑛, 𝑣𝑛 ∈ 0,1 2𝑛+2 where 𝒗𝑖 = (𝑣𝑖 , 𝑣𝑖).

• Observation. weight 𝒗𝑖 = 1mod 2 ∀𝑖.

• Define 𝒃 = (𝒃0 𝒃1 … 𝒃𝑛 = ext 𝒚 ⊕ enc 𝒗 where 𝒃𝑖 = 𝑏𝑖 ⊕𝑣𝑖 , 𝑣𝑖 s.t

 
weight(𝒃𝑗) = 0 mod 2,

weight 𝒃𝑖 = 1mod 2 ∀𝑖 ≠ 𝑗.
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Showing 𝒗, 𝒚 = 𝑏 (continued)
• Define good 𝑏 = {(𝒃0

′ ‖𝒃1
′ ‖… 𝒃𝑛

′ ∶ exits unique 𝑗 s. t 𝒃𝑗
′ = 𝑏, 𝑏 and weight 𝒃𝑖

′ = 1 ∀𝑖 ≠ 𝑗}.

ext 𝒚 ⊕ enc 𝒗 ∈ good 𝑏 ⇔ 𝒗, 𝒚 = 𝑏.

• Now, assume that weight(𝒚) is unknown and 𝒃 = ext 𝒚 ⊕ enc 𝒗 ∈ good(𝑏).

• 𝒃 = (𝒃0 𝒃1 … 𝒃𝑛 ∈ good 𝑏 ⇒ 𝒃𝑗 = (𝑏, 𝑏) for some unique 𝑗 and weight 𝒃𝑖 = 1 ∀𝑖 ≠ 𝑗.

• enc 𝒗 = (𝒗0‖ 𝒗1‖…‖𝒗𝑛) ⇒ weight 𝒗𝑖 = 1mod 2 ∀𝑖.

 ext 𝒚 = 𝒚0‖𝒚1‖…‖𝒚𝑛 = 𝒃⊕ enc(𝒗) ⇒ weight 𝒚𝑗 = 1 and weight 𝒚𝑖 = 0 mod 2 ∀𝑖 ≠ 𝑗.

 
𝒚𝑗 = 𝑦𝑗 , 0 ⇒ 𝑦𝑗 = 1

∀𝑖 ≠ 𝑗, 𝒚𝑖 = 𝑦𝑖 , 0 ⇒ 𝑦𝑖 = 0
⇒ 𝒚 = (𝑦0, … , 𝑦𝑛) is a unit vector.

• In summary.
𝒃 = ext 𝒚 ⊕ enc(𝒗) ∈ good 𝑏 ⇔ 𝒗, 𝒚 = 𝑏 and 𝒚 is unit vector

16



Putting pieces together

Theorem. 𝒙 ∈ {0,1}𝑛, 𝒗 = 𝒗 𝑓 = 𝑣0, 𝑣1, … , 𝑣𝑛 , 𝑏 ∈ {0,1}, the following statements are 

equivalent:

i. 𝑓 𝒙 = 𝑏.

ii. There exists 𝑏0, 𝑏1, … , 𝑏𝑛 ∈ {0,1} and 𝒛 = 𝑧0, 𝑧1, … , 𝑧𝑛 ∈ 0,1 𝑛+1 satisfying

𝑏0 ⊕𝑣0 ⊕𝑧0 = 1,

𝑏𝑖 ⊕𝑣𝑖 ⊕𝑧𝑖 ⊕𝑧𝑖−1 = 1 ∀𝑖 ∈ 1,… , 𝑛 ,

weight 𝒙 + weight 𝒛 = 𝑛 + 1,

𝑏0, 𝑣0, … , 𝑏𝑛, 𝑣𝑛 ∈ good 𝑏 .
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ZKP for Symmetric 
Boolean Functions
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ZKP for Symmetric Boolean Functions

𝒄𝑥 = 𝑨1,𝑥 ⋅ 𝒙 ⊕ 𝑨2 ⋅ 𝒔𝑥 ⊕ 𝑰𝜅 𝟎𝜅×𝑡 ⋅ (𝒆𝑥 𝒆𝑥
′ ,

𝒄𝑓 = 𝑨1,𝑓 ⋅ 𝒗 ⊕ 𝑨2 ⋅ 𝒔𝑓 ⊕ 𝑰𝜅 𝟎𝜅×𝑡 ⋅ (𝒆𝑓‖𝒆𝑓
′ ),

𝑏0 ⊕𝑣0 ⊕𝑧0 = 1,

𝑏𝑖 ⊕𝑣𝑖 ⊕ 𝑧𝑖 ⊕ 𝑧𝑖−1 = 1 ∀𝑖 ∈ 1,… , 𝑛 ,

weight(𝒆𝑥 𝒆𝑥
′ = weight(𝒆𝑓 𝒆𝑓

′ = 𝑡,

weight 𝒙 + weight 𝒛 = 𝑛 + 1,

𝑏0, 𝑣0, … , 𝑏𝑛, 𝑣𝑛 ∈ good 𝑏 .
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Prover shows that ∃𝐞𝑥
′ ∈ 0,1 𝑡 , 𝒆𝑓

′ ∈ 0,1 𝑡, 𝑏0, 𝑏1, … , 𝑏𝑛 ∈ 0,1 , 𝒛 = 𝑧0, 𝑧1, … , 𝑧𝑛 ∈ 0,1 𝑛+1 s.t

𝒄𝑥 = 𝑨1,𝑥 ⋅ 𝒙 ⊕ 𝑨2 ⋅ 𝒔𝑥 ⊕ 𝑰𝜅 𝟎𝜅×𝑡 ⋅ (𝒆𝑥 𝒆𝑥
′ ,

𝒄𝑓 = 𝑨1,𝑓 ⋅ 𝒗 ⊕ 𝑨2 ⋅ 𝒔𝑓 ⊕ 𝑰𝜅 𝟎𝜅×𝑡 ⋅ (𝒆𝑓‖𝒆𝑓
′ ),

𝑏0 ⊕𝑣0 ⊕ 𝑧0 = 1,

𝑏𝑖 ⊕𝑣𝑖 ⊕ 𝑧𝑖 ⊕ 𝑧𝑖−1 = 1 ∀𝑖 ∈ 1,… , 𝑛 ,

and

 

weight(𝒆𝑥 𝒆𝑥
′ = weight(𝒆𝑓 𝒆𝑓

′ = 𝑡,

weight 𝒙 + weight 𝒛 = 𝑛 + 1,

𝑏0, 𝑣0, … , 𝑏𝑛, 𝑣𝑛 ∈ good 𝑏 .

⇔



ZKP for Symmetric Boolean Functions
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Prover shows that ∃𝐞𝑥
′ ∈ 0,1 𝑡 , 𝒆𝑓

′ ∈ 0,1 𝑡, 𝑏0, 𝑏1, … , 𝑏𝑛 ∈ 0,1 , 𝒛 = 𝑧0, 𝑧1, … , 𝑧𝑛 ∈ 0,1 𝑛+1 s.t

𝒄𝑥 = 𝑨1,𝑥 ⋅ 𝒙 ⊕ 𝑨2 ⋅ 𝒔𝑥 ⊕ 𝑰𝜅 𝟎𝜅×𝑡 ⋅ (𝒆𝑥 𝒆𝑥
′ ,

𝒄𝑓 = 𝑨1,𝑓 ⋅ 𝒗 ⊕ 𝑨2 ⋅ 𝒔𝑓 ⊕ 𝑰𝜅 𝟎𝜅×𝑡 ⋅ (𝒆𝑓‖𝒆𝑓
′ ),

𝑏0 ⊕𝑣0 ⊕ 𝑧0 = 1,

𝑏𝑖 ⊕𝑣𝑖 ⊕ 𝑧𝑖 ⊕ 𝑧𝑖−1 = 1 ∀𝑖 ∈ 1,… , 𝑛 ,

and

 

weight(𝒆𝑥 𝒆𝑥
′ = weight(𝒆𝑓 𝒆𝑓

′ = 𝑡,

weight 𝒙 + weight 𝒛 = 𝑛 + 1,

𝑏0, 𝑣0, … , 𝑏𝑛, 𝑣𝑛 ∈ good 𝑏 .

⇒

VALIDSYM = 𝐵 𝜅 + 𝑡, 𝑡 ‖𝐵 𝜅 + 𝑡, 𝑡 ‖𝐵(2𝑛 + 1, 𝑛 + 1)‖good(𝑏)

Possible to construct set of permutations 𝑆SYM

Secret 𝒘1 = 𝒆𝑥 𝒆𝑥
′ 𝒆𝑓 𝒆𝑓

′ 𝒙 𝒛 𝒃 ∈ VALIDSYM,

Secret 𝒘2 = (𝒔𝑥 𝒔𝑓 ,

By linear algebra, define public 𝑴1,𝑴2, 𝒖 satisfying 

𝑴1 ⋅ 𝒘1 ⊕𝑴2 ⋅ 𝒘2 = 𝒖

where 𝒖 = 𝒄𝑥 𝒄𝑓 𝟏𝑛+1 .

⇒ Reducible to 𝑅abstract.



Thank you!
Q&A
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