
Short Identity-Based Signatures
with Tight Security from Lattices

Jiaxin Pan Benedikt Wagner



Motivation Overview Construction

Digital Signatures in Practice



Motivation Overview Construction

Digital Signatures in Practice

BobAlice

m



Motivation Overview Construction

Digital Signatures in Practice

BobAlice

pk
B
; skB

pk
B

, σm = Sig(skB ;m)m



Motivation Overview Construction

Digital Signatures in Practice

Certification Authority

BobAlice

pkCA

skCA

pkB ; skB

pkB

, σm = Sig(skB ;m)m



Motivation Overview Construction

Digital Signatures in Practice

Certification Authority

BobAlice

pkCA

skCA

pkB ; skB

σB = Sig(skCA; (pkB ; \Bob"))

pkB

, σm = Sig(skB ;m)m

;σB



Motivation Overview Construction

Identity-Based Signatures

IBS = (Setup;KeyExt; Sig;Ver)



Motivation Overview Construction

Identity-Based Signatures

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)



Motivation Overview Construction

Identity-Based Signatures

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)

KeyExt(msk; id) ! skid



Motivation Overview Construction

Identity-Based Signatures

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)

KeyExt(msk; id) ! skid

Sig(skid;m) ! σ



Motivation Overview Construction

Identity-Based Signatures

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)

KeyExt(msk; id) ! skid

Sig(skid;m) ! σ

Ver(mpk; id;m;σ) ! b



Motivation Overview Construction

Identity-Based Signatures

C A

mpk

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)

KeyExt(msk; id) ! skid

Sig(skid;m) ! σ

Ver(mpk; id;m;σ) ! b



Motivation Overview Construction

Identity-Based Signatures

C A

mpk

id

skid poly

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)

KeyExt(msk; id) ! skid

Sig(skid;m) ! σ

Ver(mpk; id;m;σ) ! b



Motivation Overview Construction

Identity-Based Signatures

C A

mpk

id

skid

id;m

σ

poly

poly

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)

KeyExt(msk; id) ! skid

Sig(skid;m) ! σ

Ver(mpk; id;m;σ) ! b



Motivation Overview Construction

Identity-Based Signatures

C A

mpk

id

skid

id;m

σ

(id∗;m∗;σ∗)

poly

poly

IBS = (Setup;KeyExt; Sig;Ver)

Setup(1λ) ! (mpk;msk)

KeyExt(msk; id) ! skid

Sig(skid;m) ! σ
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Construction from 2-level HIBE [GS02, AC]

tight
we do not know tight 2-level HIBE from lattices



Motivation Overview Construction

Drawbacks of Existing Constructions

Certification Approach [DKXY03, PKC], [BNN04, EC]

generically non-tight
tight improvement [LPLL20, TCS] requires signature in presence of adaptive
corruptions

based on SIS: signature size Õ(n2)
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A = [Ā | ĀR + G].

allows to solve SIS with respect to A
allows to derive trapdoor for any extension [A | B]



Motivation Overview Construction

Non-adaptive Security from SIS - Construction

mpk = A 2 Z
n×m

q



Motivation Overview Construction

Non-adaptive Security from SIS - Construction

mpk = A 2 Z
n×m

q
msk = T: trapdoor for A



Motivation Overview Construction

Non-adaptive Security from SIS - Construction

mpk = A 2 Z
n×m

q
msk = T: trapdoor for A

Fid = [A j H1(mpk; id)] skid = Tid: trapdoor for Fid



Motivation Overview Construction

Non-adaptive Security from SIS - Construction

mpk = A 2 Z
n×m

q
msk = T: trapdoor for A

Fid = [A j H1(mpk; id)]

Fid;m = [A j H1(mpk; id) j H2(mpk; id;m)]

skid = Tid: trapdoor for Fid

σ = z short s. t. Fid;mz = 0



Motivation Overview Construction

Non-adaptive Security from SIS - Proof



Motivation Overview Construction

Non-adaptive Security from SIS - Proof

R AC
A 2 Z

n×m

q



Motivation Overview Construction

Non-adaptive Security from SIS - Proof

R AC
A 2 Z

n×m
q

īd1; : : : ; īdL
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ARid; otherwise



Motivation Overview Construction

Non-adaptive Security from SIS - Proof

R AC
A 2 Z

n×m
q
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is a trapdoor for Fīdi
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= [A j ARīdi
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(id1;m1); : : : ; (idQ;mQ)

mpk := A

H1(mpk; id) =

(

ARid +G; if id = īdi

ARid; otherwise

=) Fīdi
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