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Digital Signatures

Two main approaches to achieve signature schemes 
 Hash-and-Sign: Based on trapdoor one-way functions (e.g., 

RSA)

 Fiat-Shamir (FS) Transform: Resulted from applying 
transformation on identification schemes. 



State-of-the-art

• Relies on Rejection Sampling

Lattice-Based PQC Candidates 
Round III

• Based on the Trapdoor 
approach (GPV)

• Smaller signature+key size

• Slower signing

• Based on the Fiat Shamir 
with Aborts paradigm

• Faster signing

• Larger signature+key size



Why is Rejection Sampling a Limitation?

• Rejection sampling causes repetition of the sign algorithm

• Not having a constant-time signing algorithm could introduce 

attacks

• In case of Dilithium, the repetition can be high  (e.g., around 10 

times) 



LWE Problem

Matrix form of LWE: Given parameters 𝑛, 𝑘, 𝑞,𝑚 and two 
distributions 𝐷𝑠 and 𝐷𝑒:
• Sample 𝐀 ← ℤ𝑞

𝑛×𝑚

• Sample  𝐒 ← 𝐷𝑆
𝑘×𝑛, 𝐄 ← 𝐷𝑒

𝑘×𝑚

Given 𝐀, 𝐘 = 𝐒𝐀 + 𝐄 , find 𝐒 or 𝐄



A Naïve Approach: Lattice-Based Signatures from FS

{0,1} ← 𝑉𝑒𝑟𝑖𝑓𝑦(⟨𝐳, 𝑐⟩, 𝜇, 𝑃𝐾)

1: 𝒕 ≔ 𝒛𝑨 − 𝒄𝒀 = 𝒓𝑨 − 𝒄𝑬

2: IF:
𝒄 == 𝐻 𝜇, 𝒕 , output
𝑣𝑎𝑙𝑖𝑑

Signatures will never verify!

𝐳, 𝒄 ← 𝑆𝑖𝑔𝑛(𝑆𝐾, 𝜇)

1: 𝒓 ← 𝐷2
1×𝑛

2: 𝒄 ≔ 𝐻(𝜇, 𝒓𝑨 𝑚𝑜𝑑 𝑞)

3: 𝐳 ≔ 𝒓 + 𝒄𝑺

(𝑆𝐾, 𝑃𝐾) ← 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜅)

1: 𝑨 ← ℤ𝑞
𝑛×𝑚

2: 𝑺 ← 𝐷1
𝑘×𝑛, 𝑬 ← 𝐷1

𝑘×𝑚

3: 𝒀 ≔ 𝑺𝑨 + 𝑬 𝑚𝑜𝑑 𝑞

4: 𝑃𝐾 ≔ (𝑨, 𝒀), S𝐾 ≔ (𝑺, 𝑬)
𝑓(𝑐𝑺) 𝑓(𝒓 + 𝑐𝑺)

𝒛 leaks the distribution of 𝑺

𝒓 needs to be from a smaller distribution 
for the underlying problem to hold



What do we need now???



Rejection Sampling 

An ancient concept!!!

Applications to lattices due to [Lyu09]
• Sample from an arbitrary target probability distribution 𝑓, given a source bound 

to a different probability distribution 𝑔.

Have access to 𝑔(𝑥)

Want the output to be in 𝑓(𝑥)

Pr 𝑥 =
𝑓 𝑥

𝑀 × 𝑔(𝑥)

𝑀 is some positive real



Lattice-Based Signatures from FS

{0,1} ← 𝑉𝑒𝑟𝑖𝑓𝑦(⟨𝐳, 𝑐⟩, 𝜇, 𝑃𝐾)

1: 𝒗′ ≔ 𝒛𝑨 − 𝒄𝒀
𝒘 ≔ 𝒗′

2: IF:
𝑐 == 𝐻 𝜇,𝒘 AND 𝐳 ∞ ∉ 𝐵𝐴𝐷2

𝑉𝑎𝑙𝑖𝑑

𝐳, 𝑐 ← 𝑆𝑖𝑔𝑛(𝑆𝐾, 𝜇)

1: 𝒓 ← 𝐷2
1×𝑛

2: 𝒄 ≔ 𝐻(𝜇, ⌊𝒓𝑨⌉ 𝑚𝑜𝑑 𝑞)

3: 𝒗 = 𝒓𝑨 − 𝒄𝑬
IF:

𝒗 𝟐𝝀
∞

∈ 𝐵𝐴𝐷1

𝑅𝑒𝑠𝑡𝑎𝑟𝑡

4: 𝐳 ≔ 𝒓 + 𝒄𝑺

5: IF:

𝐳 ∞∈ 𝐵𝐴𝐷2

𝑅𝑒𝑠𝑡𝑎𝑟𝑡

(𝑆𝐾, 𝑃𝐾) ← 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜅)

1: 𝑨 ← ℤ𝑞
𝑛×𝑚

2: 𝑺 ← 𝐷1
𝑘×𝑛, 𝑬 ← 𝐷1

𝑘×𝑚

3: 𝒀 ≔ 𝑺𝑨 + 𝑬 𝑚𝑜𝑑 𝑞

4: 𝑃𝐾 ≔ (𝑨, 𝒀), S𝐾 ≔ (𝑺, 𝑬)



The new Scheme

{0,1} ← 𝑉𝑒𝑟𝑖𝑓𝑦(⟨𝐳, 𝑐⟩, 𝜇, 𝑃𝐾)

1: 𝒗′ = 𝒛𝑨 − 𝒄𝒀
𝒘 ≔ 𝒗′

2: IF:
𝑐 == 𝐻 𝜇,𝒘
𝑉𝑎𝑙𝑖𝑑

𝐳, 𝑐 ← 𝑆𝑖𝑔𝑛(𝑆𝐾, 𝜇)

1: 𝒓 ← ℤ𝑞
1×𝑛

2: 𝒄 ≔ 𝐻(𝜇, ⌊𝒓𝑨⌉ 𝑚𝑜𝑑 𝑞)

3: 𝒗 = 𝒓𝑨 − 𝒄𝑬
IF:

𝒗 𝟐𝝀
∞
∈ 𝐵𝐴𝐷1

𝑅𝑒𝑠𝑡𝑎𝑟𝑡

3: 𝐳 ≔ 𝒓 + 𝒄𝑺

(𝑆𝐾, 𝑃𝐾) ← 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜅)

1: 𝑨 ← ℤ𝑞
𝑛×𝑚

2: 𝑺 ← ℤ𝑞
ℎ×𝑛, 𝑬 ← 𝐷1

ℎ×𝑚

3: 𝒀 ≔ 𝑺𝑨 + 𝑬 𝑚𝑜𝑑 𝑞

4: 𝑃𝐾 ≔ (𝑨, 𝒀), S𝐾 ≔ (𝑺, 𝑬)



Our underlying assumptions

• Bounded Distance Decoding (BDD) Problem: Given uniform 𝑨 ← 𝑅𝑞
𝑙×𝑘 and

𝒚 ← 𝑅𝑞
𝑘,  the problem asks to find a 𝒛 such that 𝒛𝑡𝑨 is (very) close to 𝒚 or 

𝒚𝒕 − 𝒛𝑡𝑨 is small.  

• Depending on the parameters/dimensions of 𝒚, 𝑨, this can be statistically 
or computationally hard

• Computational hardness results in more efficient parameters 



• Based on TWO hybrids: 

The Proof 

Hybrid 1 

• Secret key is not known to the 
reduction

• Queries are answered by using 
RO

𝒔 ← 𝑅𝑞
𝑙 , 𝒆 ← Χ𝑘 , 𝑨 ← 𝑅𝑞

𝑙×𝑘

𝒚𝑡 ≔ 𝒔𝑡𝑨 + 𝒆𝑡

𝑚∗, 𝜎∗ ← 𝒜𝒪𝐻;𝑆𝑖𝑔𝑛(⋅)

Hybrid 2

𝑨 ← 𝑅𝑞
𝑙×𝑘

𝒚 ← 𝑅𝑞
𝑘

𝑚∗, 𝜎∗ ← 𝒜𝒪𝐻;𝑆𝑖𝑔𝑛(⋅)

• Public keys are uniform random

• There is no secret key

• Infeasible (based on BDD) for 𝒜
to forge without RO  

𝜎 ← 𝑆𝑖𝑔𝑛(𝑚)

Repeat till 𝐳t𝐀 − c𝐲t ∈ 𝐺𝑜𝑜𝑑

𝒛 ← 𝑅𝑞
𝑙 , 𝑐 ← 𝐶,𝒘 ≔ 𝒛𝑡𝑨 − 𝑐𝒚𝑡

𝑝

𝐻 𝒘, 𝑨, 𝒚 ,𝑚 ≔ 𝑐

Return  𝜎 ≔ (𝐳, c)



Results
• Two set of parameters are provided:

• Statistical hardness of BDD, i.e., security in QROM

• Computational hardness of BDD

• We do not use the public-key size optimization method in Dilithium 



Removing the Remaining Rejection Condition 

• One rejection condition is left to check 𝒛𝑡𝑨 − 𝑐𝒚 𝑝 = 𝒓𝑡𝑨 𝑝 holds

Can we remove the remaining rejection 
condition???



Looking at two potential approaches:

1. Extracting consistent values from commitments with errors

• Two functions 𝑔(⋅) and 𝑓(⋅) that map 𝒓𝑡𝑨 and 𝒓𝑡𝑨 +  𝒆𝑡, for 

unbounded error term  𝒆

• 𝑔(𝒓𝑡𝑨) should serve as commitment OR preserve high min-entropy

• Guo et al. [23]: For a poly 𝑞, no balanced functions 𝑔(⋅) and 𝑓(⋅) can 

guarantee 𝑔(𝒓𝑡𝑨) = 𝑓(𝒓𝑡𝑨 +  𝒆𝑡)

2. Adapting the Reconciliation Mechanism used in lattice-based 

key exchange 



Lattice-Based Key Exchange

𝑴𝐴𝑙𝑖𝑐𝑒 = 𝑺𝐴𝑙𝑖𝑐𝑒𝑨 + 𝑬𝐴𝑙𝑖𝑐𝑒

𝑴𝐵𝑜𝑏 = 𝑨𝑺𝐵𝑜𝑏 + 𝑬𝐵𝑜𝑏

𝑘𝐴𝑙𝑖𝑐𝑒 = ⌊𝑺𝐴𝑙𝑖𝑐𝑒𝑴𝐵𝑜𝑏⌉ 𝑘𝐵𝑜𝑏 = ⌊𝑴𝐴𝑙𝑖𝑐𝑒𝑺𝐵𝑜𝑏⌉

h=Hint(𝑘𝐴𝑙𝑖𝑐𝑒)

𝑘𝐴𝑙𝑖𝑐𝑒 = Reconcile(ℎ, 𝑘𝐵𝑜𝑏)



Reconciled Scheme

{0,1} ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑧, 𝑐, ℎ, 𝜇, 𝑃𝐾)

1: 𝒗′ = 𝒛𝑨 − 𝒄𝒀
⌊𝒓𝑨⌉ ≔ Reconcile(ℎ, ⌊ ⌉𝒗′ )

2: IF:
𝑐 = 𝐻 𝜇, ⌊𝒓𝑨⌉
𝑉𝑎𝑙𝑖𝑑

𝑧, 𝑐, ℎ ← 𝑆𝑖𝑔𝑛(𝑆𝐾, 𝜇)

1: 𝒓 ← ℤ𝑞
𝑛×1

2: 𝒄 ≔ 𝐻(𝜇, ⌊𝒓𝑨⌉ 𝑚𝑜𝑑 𝑞)

3: ℎ ≔ Hint(⌊𝒓𝑨⌉)

3: 𝒗 = 𝒓𝑨 − 𝒄𝑬
IF:

⌊𝒗⌉ ≠ ⌊𝒓𝑨⌉

𝑅𝑒𝑠𝑡𝑎𝑟𝑡

4: 𝐳 ≔ 𝒓 + 𝒄𝑺

(𝑆𝐾, 𝑃𝐾) ← 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜅)

1: 𝑨 ← ℤ𝑞
𝑛×𝑚

2: 𝑺 ← ℤ𝑞
𝑛×𝑚, 𝑬 ← 𝐷1

ℎ×𝑚

3: 𝒀 ≔ 𝑺𝑨 + 𝑬 𝑚𝑜𝑑 𝑞

4: 𝑃𝐾 ≔ (𝑨, 𝒀), S𝐾 ≔ (𝑺, 𝑬)





Reconciled Scheme

{0,1} ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑧, 𝑐, ℎ, 𝜇, 𝑃𝐾)

1: 𝒗′ = 𝒛𝑨 − 𝒄𝒀
⌊𝒓𝑨⌉ ≔ Reconcile(ℎ, 𝒗′ )

2: IF:
𝑐 = 𝐻 𝜇, ⌊𝒓𝑨⌉
𝑉𝑎𝑙𝑖𝑑

(𝑆𝐾, 𝑃𝐾) ← 𝐾𝑒𝑦𝐺𝑒𝑛(1𝜅)

1: 𝑨 ← ℤ𝑞
𝑛×𝑚

2: 𝑺 ← ℤ𝑞
𝑛×𝑚, 𝑬 ← 𝐷1

ℎ×𝑚

3: 𝒀 ≔ 𝑺𝑨 + 𝑬 𝑚𝑜𝑑 𝑞

4: 𝑃𝐾 ≔ (𝑨, 𝒀), S𝐾 ≔ (𝑺, 𝑬)

𝒗′ − 𝒓𝑨 = 𝑐𝐸 − 𝐸𝒓,𝑨

Example, let c be in {0,1}
• Get n samples of 𝐸𝒓,𝑨

• Get n samples of 𝐸 − 𝐸𝒓,𝑨

• Compute  
1

𝑛
 (𝐸𝒓,𝑨) −

1

𝑛
 (𝐸 − 𝐸𝒓,𝑨) to get a 

good estimate of E = 𝜇(𝐸 − 𝐸𝒓,𝑨) + 𝜇 𝐸𝒓,𝑨



Thank you


