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Quantum Computer and Security Threats

“If large-scale quantum computers are ever built, they will be able to break many of the

public-key cryptosystems currently in use. This would seriously compromise the

confidentiality and integrity of digital communications on the Internet and elsewhere.”
-Post-Quantum Cryptography, Overview, NIST-

IBM Q System One Google

“Google has begun building a new and larger guantum computing research center that
will employ hundreds of people to design and build a broadly useful guantum computer

by 2029.” - 1/0 2021 summit, google-
“IBM is installing its first commercial guantum computer at the Cleveland Clinic this

year(2021)”

@Lcu? 4 NIA sz


https://www.cnet.com/news/quantum-computer-makers-like-their-odds-for-big-progress-soon/
https://blog.google/technology/ai/unveiling-our-new-quantum-ai-campus/
https://www.engadget.com/ib-ms-first-retail-quantum-computer-is-headed-to-the-cleveland-clinic-100152978.html

Quantum Security

[luantum-physical KD

Quantum key

“Un-duplicable quantum key”
QKD Channel
0,000,090,

Communication
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QKD

Key exchange using the quantum of single photons
o (KD equipment and dedicated line required
Limitation of delivery media (optical fiber, air)

Limitation of transmission length

Key exchange only

@LGut

Mathematical POC
Digital key

“Un-solvable mathematical key”
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Channel

PQC

Key exchange using un-solvable problems by quantum computer

Variable applicability in the form of software

Key delivery through various media

Upgrading modern cryptosystem to quantum security
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Quantum Security Roadmap of LGUplus

© U+ PQC Roadmap
’18A 194 204 214
PQC PQC PQC PQC
Transmission TTA Service Extended
Equipment Standard References VYL

* TTA: Telecommunications
Technology Association

@ Development of PQC-based optical transmission equipment
@ PQC-based private network service
@ Development of PQC-based industrial application

© PUF Roadmap

* Physically Unclonable Function

PUF Q Q .(;_;Lantum Security + Enhanced Authentication
@ P l ﬁ rl'l;I_v;
@ —
| Secu:t?roken PUF-USIM IC-Card .%%‘ J -.D Q
: izzji:ki)lfiiiizzr?éﬁs:;f::;els;i\;e::::z authentication Cloud Computing PelL‘,fr;:;l;ce MeLtl:lri::?:::;re Finanl;j:?a_lt:;:vices
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Advantages of PQC



PQC applicable to various network topology

Capable to configuration by existing network infrastructure

Transmission network configuration for PQC

Active

2 cores, 2 paths (egacg infra. ‘
Stand-by

2 Communication network and key distribution
network using one infrastructure

Note: QKD

«Active v

4 cores, 4 paths QKD QKD
v

QKB/ QKD/ QKS/ | QKD
A Stand-by f
Key *:/ *If/ key
v v
N Active v
TE

TE
Stand-by

% Requires separate key distribution infrastructure
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Capability to respond to
various network environment

Spreading to various industry

Variable network topology
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PQC capable of encrypted transmission over long distances

Encrypted private network service without distance limitation

1 Average distance among industrial complex

249km
PQC Smart Healthcare Smart Vehicle
(Seoul) ' (Jcju) | R i ' '
Lon reach encrypted transmission ;
;ﬁ 9 YP ’"l Solar Energy " { . De2alpt " % Fusion Medical
muu it ﬁ """"""""" ;! T
R Green Energy
Submarine Cable :
2 J
M  Gyeongnam
N.QV_V_ Energy Jeosngbu k ?‘F('; Busan B Marin Ind ustry
. . . . Hitg--4¢-""
® More than 500km of transmission distance required g e o3
for connection between most industries in Korea o
Smart MICE Aerospace Industry
. DS Jeonnam
% Requires a stable key exchange network that
allows the use of submarine cables
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PQC applicable to various network services

PQC algorithm can be applied to various network layers

PAC application example in home office and wireless

environment Applicable at all network levels

Head . Branch
Home Office
Network Network
Database Equipment Equipment Database T ¥
— | [ — — — | — —] Data representation and encryption ‘ :
] ] ] -] -] ] -] ]
] — —— Transmission ——— =3 — Recognizing data: HTML, DOC, JPEG, MP3, AVI, Sockets
Encryption > AP J 4
® ™ Ay A q
= AP N N Interhost communicaion (°<] (><) r Session
f [ fr] Session establishment in TCP, SIP, RTP, RPC-Named plpes
l [ l N D
ﬁ | En | [ [ - J < . Transport

Wired/Wireless LAN Encryption

Access PQC applied o g e E Physical

(OSI 7 Layer)
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PQC pilot services




PQC applied optical transmission equipment

Quantum security transmission service is provided as a single equipment with an

embedded PQC module
v Transmission Equipment(UTRANS-6300p, *ROADM) v" PQC transponder (10Gx4port)
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= Provides 4 port of 10G encryption

EMS/IPC Pot @

s (Q PAU-AC Unit

* Protection switching = R.Lizard applied, TTA standard PQC algorithm
. 9_Degree5, 88 channels (WDM) * TTA (Telecommunication Technology Association, Korea)

= Physically protected Crypto. Module

= Provides Layer1 quantum security

= QRNG for secure key generation

* Colorless, Directionless, Flexible Grid
* Fiber channel monitoring = Low encryption latency

* ROADM (Reconfigurable Optical Add-drop Multiplexer)
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PQC transmission network structure

Quantum security is provided by configuring both end-points without additional
transmission line and relay node in the existing transmission network.

Backbone
Network

No distance restrictions by encryption

No topology configuration constraints

End-to-End key exchange without key relay

Provides protection switching of encrypted signal

Applicable to submarine communication cables
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Cases of the PQC transmission service implementation

Korean Digital New-Deal, quantum security pilot infra. deployment

Use of transmission equipment with embedded POC

Provides protection configuration to ensure service survivability

LGUplus

Communication and encryption service integrated control server construction

Criiel s eriier Completion of domestic TTA test

s | WA

4 PQC Industry

aek
‘ Camera Module
Manufacture
10Gbps
Encrypted by PQC

active

Busan~

eongtaek
@LGcu* \Py g

636 km

@ LG Innotek ¥eon

Database

Security Documents

standby

Database

10 Gbps 785 km

Private network
+

PQC security

A NG

PQC Medical

EnCc sxse
EUUI MEDICAL CENTER

10Gbps
Encrypted by PQC

active

Daejeon

Section Distance
Seoul~ 207km
Daejeon

Database

HRFEBIIEE

e

Patlent |nformat|on

standby

Protection
Line

Interface

10 Gbps 226 km
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Cases of the PQC application

PQC application service for sending and receiving industrial confidential data

1. PQC-TLS applicable to various services 2. Service Permissions by Authentication Token

® TLS (Transport Layer Security) with PQC key exchange ® Small security token with built-in QPUF
- Can be used for https, SSL-VPN, etc. : Prevention of certificate private key theft

: Modular NTRU based Digital signature applied
PQC based
TLS protocol

111 11

Authentication Token

Remote viewing service for patient examination and diagnostic data for EULJI Medical Center

Industry confidential information delivery application for LG Innotek
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PQC application for medical center

Medical application configuration

Medical database

API

! pac-TLS Session

PC Application
Service Function
Lookup i Delete
PW change Key Dec.

!

QPUF
Service Function
QRNG Key save
Key Enc. PW recovery

Tok. Auth.

User Auth.

Tok. Auth.

User Auth.

v" QPUF Authentication token embedded

v PQC certification
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Application Ul

* QPUF User Auth. Log-in

N e
A |
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« Patient DB

6
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* Examination and diagnostic information

EMC SAittaolz e EMC A aolza (2

EMC Sxtaoza 2

[ oa mm - (20200923 mu ereaar

N lA NATIONAL INFORMATION
SOCIETY AGENCY




PQC application for factory

Industrial application configuration

Factory database
API

! pac-TLS Session

PC Application
Service Function

Lookup | Delete

PW change Key Dec.

!

QPUF
Service Function
QRNG Key save
Key Enc. PW recovery

Tok. Auth.

User Auth.

Tok. Auth.

User Auth.

v" QPUF Authentication token embedded

v PQC certification
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Application Ul

* QPUF User Auth. Log-in

* Factory database (open, upload, delete)
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QPUF 913 |

CLIENT

WELCOME

N lA NATIONAL INFORMATION
SOCIETY AGENCY



New application service with PQC applied — Culture industry

Performance ticket reservation service with PQC applied

* Applying PQC to mobile applications
- Wireless PQC service

N - PQC key exchange

@ - PQC certification

g‘: . PUF-USIM
1) * Applying PUF-USIM
- Prevention of certificate theft

o

— PUF-USIM Auth. @)
F ) ‘

- = @ PUF-USIM Auth, Instant NFC ticket issuance E | | ~~
a Ticketing through mobile network a Ticketing! Certification
Server PQC Server

Pac D,

\ —
a_v_vs c Management
= = < muam] n Server
=/ Lol alal & N HHE
Ticketing server Server .
AWS Cloud U+ IDC Concert hall dessions oiallianelBOC

e Forwarding of purchaser information
to the management server
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New application service with PQC applied — Security facility

Gate of facility

@LGut

Facial recognition access system in security facilities with PQC

Authentication server

PQC applied to small
Devices (Camera)
Apply PQC to the device so that

access authentication information
cannot be stolen

Facial Inform.
Transmission

Auth, Result
il Transmission
9 AP / \ Auth.
PQC Server
\ /
Management
Server
@ All process done within 0.3 seconds
Sessions of all are PQC
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Hybrid PQC algorithm — ECDH xor R.Lizard

Securing stability through combination with legacy key exchange method

Verified

Key exchange

R.Lizard
B node
R.Lizard Public key -
Symmetric key K1
PQC Pub.key(K1) —‘
A node
PQC Pub.key1/Skeyl —

—> Skey1(Pub.key(K1))

()

@LGut

PQC
Pub.key

20

ECDH
ECDH Public key -
Symmetric key K2
Pub.key2(K2) —‘
ECDH Pub.key2/S.key2 —

— > Skey2(Pubkey2(K2))

(2)

ECDH
Pub.key
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LGUplus pursue a universal quantum cryptography platform
that protects daily life of all our customers.

Smart
Factory

Connected
Car

Public C:: (l:l 2 Finance
Security Security

Untact Untact
Service Outworking Finance

Digital

e e

Auth,

Medical

Security Ticket Security

Auth. Untact
Show

Diagnosis
Untact Security
Treat

4

/e

| PQC Platform |
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Thank you for listening




