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IBM Q System One

Quantum Computer and Security Threats

“If large-scale quantum computers are ever built, they will be able to break many of the 
public-key cryptosystems currently in use. This would seriously compromise the 
confidentiality and integrity of digital communications on the Internet and elsewhere.”

-Post-Quantum Cryptography, Overview, NIST-

Google 

“Google has begun building a new and larger quantum computing research center that 
will employ hundreds of people to design and build a broadly useful quantum computer 
by 2029.” – I/O 2021 summit, google-
“IBM is installing its first commercial quantum computer at the Cleveland Clinic this 
year(2021)”

https://www.cnet.com/news/quantum-computer-makers-like-their-odds-for-big-progress-soon/
https://blog.google/technology/ai/unveiling-our-new-quantum-ai-campus/
https://www.engadget.com/ib-ms-first-retail-quantum-computer-is-headed-to-the-cleveland-clinic-100152978.html
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Quantum Security Roadmap of LGUplus





PQC applicable to various network topology
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PQC capable of encrypted transmission over long distances



PQC applicable to various network services 





* ROADM (Reconfigurable Optical Add-drop Multiplexer)

PQC applied optical transmission equipment

* TTA (Telecommunication Technology Association, Korea)

• Protection switching

• 9-Degrees, 88 channels (WDM)

• Colorless, Directionless, Flexible Grid

• Fiber channel monitoring



PQC transmission network structure
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PQC Industry PQC Medical

Cases of the PQC transmission service implementation

active standby active standby



Cases of the PQC application



QPUF

PQC application for medical center

Medical database

Lookup Delete Tok. Auth.

PW change Key Dec. User Auth.

QRNG Key save Tok. Auth.

Key Enc. PW recovery User Auth.

PQC-TLS Session



PQC application for factory

QPUF

Factory database

Lookup Delete Tok. Auth.

PW change Key Dec. User Auth.

QRNG Key save Tok. Auth.

Key Enc. PW recovery User Auth.

PQC-TLS Session



PUF-USIM

PQC PQC PQC

PQC App.

New application service with PQC applied – Culture industry



TETECamera

New application service with PQC applied – Security facility
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All process done within 0.3 seconds 
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Hybrid PQC algorithm – ECDH xor R.Lizard

A node

B node
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