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cf. IBM argued that an ideal simulation of the same task can be performed on a classical system in 2.5 days





https://ionq.com/algorithmic-qubit-calculator

“IonQ plans to double the number of qubits every eight months for the next few years”
(Peter Chapman, IonQ CEO)



- Martin Rötteler et al, “Quantum Resource Estimates for Computing Elliptic Curve Discrete Logarithms”, 2017



Currently, there is no quantum computer with 4098 qubits

Minimum required qubits for attacking RSA-2048 : 4098 qubits
Google Bristlecone : 72 qubits

• Is it possible to implement arbitrary multi-qubit gates like Toffoli gate?

• Quantum gate has error rate.

• How long will it take to maintain quantum coherence in quantum chips?

• Is it possible to apply 2-qubit gate (e.g. CNOT) to any two qubits in any random position? 





• Assumption in this paper

1. Large-scale superconducting qubit platform

2. Error Correction Code: Surface Code

3. Physical gate error: 10-3

4. Code distance : 27



We want to know the accurate Quantum Security of 
not only RSA, but also AES, ECC, Hash, PQC, etc.

What if we have a platform that provides a fast and automated way
to evaluate the exact quantum security of cryptographic algorithms?







Quantum circuit for multiplicative inversion in GF(28), used for implementing AES s-box

* D. Chung et al., “Towards Optimizing Quantum Implementation of the AES S-box



quantum circuits for multiplication in GF(22) quantum circuit for multiplication in GF(24)

quantum circuit for multiplicative inversion in GF(28), used for implementing AES s-box

quantum circuits for AND

Quantum Arithmetic Circuit  Quantum Library Gate



Visual Quantum Circuit
(High Level)

Python code
(High Level)

Quantum Assembly code
(QASM level)

Executing 
in Quantum Simulator
(small qubits, ~30Q)

Visual Quantum Circuit
(QASM Level)

Synthesize for quantum 
processor

Resource Analysis
(QASM level)

Synthesize for 
error correction code

Resource Analysis
(QHW-logical level)

Resource Analysis
(QHW-FTQC level)

Visualized Quantum Programming

Quantum Language 
(Python & QASM)

Quantum Program Verification

Synthesize for quantum processor

Resource Analysis in each Level
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quantum circuits for multiplication in GF(22) quantum circuit for multiplication in GF(24)

quantum circuit for multiplicative inversion in GF(28)

1. Draw quantum circuit and 
generate/share Q-library

2. Draw full circuit using Q-library 
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Qubit qbit0

Qubit qbit1

Qubit qbit2

Qubit qbit3

Qubit qbit4

Qubit qbit5

Qubit qbit6

Qubit qbit7

…

CNOT qbit5,qbit7

CNOT qbit2,qbit12

CNOT qbit3,qbit13

CNOT qbit0,qbit2

CNOT qbit1,qbit3

CNOT qbit1,qbit0

CNOT qbit5,qbit4

H qbit22

CNOT qbit4,qbit27

CNOT qbit22,qbit0

CNOT qbit22,qbit4

CNOT qbit0,qbit27

Tdag qbit0

Tdag qbit4

T qbit22

T qbit27

…

4. Compile to QASM3. Auto-generate python-based Q-Program code by one-click 

6. Q-resource analysis (QASM level)

5. Auto-draw quantum circuit (QASM level)
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7. Select options for detailed Q-resource analysis

𝑸 𝑪𝒓𝒚𝒑𝒕𝒐𝒏

• Quantum Error Correction code

- None / Steane / Surface

• Qubit Layout

- 1D / 2D / All-to-All / User-defined

• Synthesis Option

- Circuit mapper, random seed, etc

• Target Fidelity for the Circuit

- Real number (0~1)

• Physical Device Performance

- Processing time and fidelity for each gate



8-1. Detailed Q-resource analysis (Steane-1D-Fidelity:0.999)
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8-2. Detailed Q-resource analysis (Surface-2D-Fidelity:0.999)
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